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Abstract—The industrial automation industry is rapidly
evolving, and with it, the way that industrial
communication protocol certification testing s
conducted. Protocol providers offer field device
manufacturers conformance testing suites with
integration interfaces, enabling them to embed these tests
into their development cycle. However, there is a lack of
clear instructions and readily available literature on how
to build such integrated testing frameworks. This paper
discusses the integration of two certification software
suites, PROFINET and EthernetIP, into a regression test
environment utilizing CI/CD pipelines and Azure DevOps
cloud-based infrastructure. Automated orchestration
facilitates the creation of a unit-to-validation test
environment, accelerating time to market. Upon
completion of this work, significant implications emerge
regarding the traditional V-Model and the certification
procedure. This paper details the work-achieved towards
providing a complete verification and validation
framework, presents performance characteristics to
underline our arguments, and discusses the resulting
impact on the traditional V-Model.
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I. INTRODUCTION

The industrial automation landscape is undergoing rapid
transformation, driven by the confluence of Industry 4.0
technologies and the ever-increasing need for connected,
intelligent systems [1 - 4]. Communication protocols underpin
the functionality of this interconnected ecosystem, enabling an
interaction between diverse devices and systems. As the
advancement and complexity of industrial devices continues
to evolve, the role of industrial communication protocols, such
as PROFINET and EthernetIP, is becoming ever more critical
to ensure seamless interoperability and data exchange [5 - 8].

Developing and conformance testing industrial devices,
however, presents a set of challenges. Historically,
verification and validation processes have followed the known
V-Model methodology [9]. Unit testing, see Fig. 1, typically
focuses on individual components and their functionality in
isolation. This approach works well for identifying small-
scale issues. However, when integrated into the larger system
during subsequent integration and system testing phases,
unexpected interactions and errors often emerge, see Fig. 2.
These late-stage discoveries not only require major resource
expenses for fixes but also delay project timelines.

The limitations of traditional testing become even more
evident in the context of industrial communication protocols.
Due to the complex nature of protocol stacks and network

interactions, thorough verification and validation necessitate
specialized software suites often provided by protocol
promoters. While these suites offer pre-built tests and
certification capabilities, their operation remains a resource-
intensive manual and local process. The traditional validation
process entails running the certification tests both internally
and again at the external certification institute, potentially
leading to duplication of effort. In addition, compatibility
testing with diverse third-party automation components,
crucial for real-world application, typically occurs as a
separate activity after formal certification.

Certification test suites have become more flexible and
now, exemplified by PROFINET, offer integration interfaces
for manufacturers allowing them to embed certification
testing into their development pipelines. The PROFINET
certification suite has transitioned from a closed-source,
monolithic suite to a modular, user-friendly one that allows
individual test execution via the command-line. It is also one
of the first to provide access to the various certification tests’
source code. Whether intentionally or not, these can also be
used as a template to generate user-specific tests. There is a
lack of examples and literature exploring how to leverage
these integration interfaces and utilize the test source code to
build an in-house integrated verification and validation
framework. This in turn disguises the potential paradigm shift
in the meaning of a protocol certification testing.

The act of overcoming these challenges of traditional
testing and merging the certification test into in-house system
tests reveals the paradigm shift in our approach to industrial
communication protocol porting and testing. This is what this
paper explores in this body of work by proposing a novel
solution that leverages Continuous Integration and
Continuous Delivery (CI/CD) pipelines and cloud-based
infrastructure to automate and streamline the entire testing
process within a unified framework. [10]. CI/CD in field
device testing enables iterative development by deploying
each implemented module/feature to the device for designated
testing and integration into the working codebase upon
successful test completion. The result of integrating the
certification CI/CD into the V-model is that the semantics of
certification changes, which we discuss in the conclusion.

Through this innovative approach, we aim to address the
following key objectives:

e Reduced Time to Market: Accelerate validation and
system testing, bringing products to market faster.

e Cost Efficiency: Leverage automation to minimize
manual testing resource requirements.

e Reduce late-stage errors: By automating system and
testing early in the development cycle, we aim to
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identify and address potential issues before they
become costly rework.

e Improved Quality: Derive additional system tests
from validated test source code, enhancing overall
system stability.

e  Comprehensive Verification: Integrate
compatibility testing with third-party automation
components into the platform, ensuring wider
ecosystem compatibility.

e Leverage certification resources: By utilizing the
source code of validation (certification) tests, we can
derive additional system tests, maximizing the value
of existing resources.

This paper details the development of our proposed
solution, showcasing its implementation and performance
characteristics. By integrating two prominent certification
software suites, PROFINET and EthernetIP, into a single
CI/CD-driven test environment, we demonstrate the potential
to revolutionize industrial communication protocol testing,
paving the way for a more efficient, cost-effective, and
quality-driven approach.

II. THE FRAMEWORK

A. Testing today

Today's in-house certification testing involves connecting
the device under test (DUT) to a designated computer running
the certification software. Specific protocols, like
PROFINET, may require additional hardware for certain test
sets. Nonetheless, a physical connection to the DUT is
required from the testing software. The testing suite provides
a graphical interface (GUI) for configuring network settings
and loading relevant configuration files, such as the .gsd file
for PROFINET devices and the .soc file for EthernetIP
devices. The software allows for manual selection and
execution of individual tests, and upon completion, generates
log and result files stored locally on the computer. A basic
command-line interface is included to start the software suites
without the GUL A testing engineer's primary objective is to
achieve a complete pass on all tested features and modules
using the certification software before proceeding to the
certification authority, where the certification tests are done
again as a form of validation [11, 12].
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Fig. 2: Increasing defects, the further the development continues

B. Framework overview

The testing framework comprises two primary
components: a local test machine and an Azure DevOps cloud
platform [13]. The local machine serves as the execution
environment for the certification software suites. Devices
under test connect directly to it as mentioned in the previous
chapter. Azure DevOps serves as a centralized repository for
all test-related artifacts, including scripts, configuration files,
and test results. The platform facilitates comprehensive data
provenance, enabling the traceability of logs and reports to
specific timestamps and device configurations employed
during testing. An Azure agent acts as interface between the
local and cloud environments. This agent retrieves required
testing artifacts from the cloud, executes the desired tests on
the local machine, and subsequently uploads the generated
results back to the cloud repository, as seen in Fig. 3.

C. Automated Testing Pipelines in Azure DevOps

The testing framework leverages Azure DevOps to
establish a suite of automated testing pipelines for industrial
communication protocol certification. Three distinct pipelines
exist, corresponding to the PROFINET Real-Time Tester (RT
Tester), PROFINET Security Tester (Netload Tester), and
EthernetIP certification testing suite. Each pipeline contains
the full spectrum of available certification tests provided by
the protocol provider, enabling manual or automated
execution based on user preference. Users can choose to
execute all provided tests or select specific ones for targeted
evaluation.

Upon test completion, an artifact is automatically generated
for each test instance. This artifact encapsulates critical data,
including log files, console output, and detailed test results. In
addition, the framework allows for user-defined tests to be
triggered upon failures. These custom tests can offer deeper
insights into potential issues, such as by capturing network
frames for detailed analysis. Additionally, for protocols where
the certification authority makes the source code of the
certification tests available (e.g., PROFINET), users can
leverage this code to create simpler, custom tests. These
tailored tests provide granular insights into specific protocol
interactions, facilitating a smoother transition from in-house
testing to the official certification process. This approach
empowers users to not only identify and diagnose issues
effectively, but also prepare for formal certification with
greater confidence.
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Crucially, all data generated within the testing
environment, including test artifacts, configuration files, and
results, are securely stored within the Azure cloud. This cloud-
based storage system adheres to a version control approach
similar to GitHub, enabling comprehensive time-stamping
and tracking of historical data. This robust data management
system facilitates seamless collaboration among team
members and promotes transparency within the testing
process.

III. RESULTS

The present work has culminated in the development of a
framework within the Azure DevOps environment. This
framework incorporates the certification tests, functioning as
a platform for test execution and analysis. It is the primary
outcome of the research. The framework is operational,
enables individual module testing, parallel testing of multiple
devices, and facilitates remote control and monitoring. It
streamlines the transition from in-house systems to
certification testing.

This research remains ongoing, the next stage entails the
evaluation of performance characteristics. This will involve
the creation of additional, custom-tailored tests derived from
the provided certification test source code. The investigation
will delve into error backtracking capabilities. It will explore
the error detection capabilities of integrating certification tests
into regression testing. This includes analyzing the types of
errors identified and their traceability to specific development
stages. This information aims to improve software quality by
pinpointing weaknesses and implementing preventative
measures. Aiming to identify and rectify potential issues
within the early stages of the development process. Through
the implementation of these measures, the research seeks to
optimize the framework's effectiveness and establish its utility
within the field of automated certification testing.

IV. CoNCLUSION

This paper presented a novel approach to industrial
communication protocol certification testing, leveraging the
command-line interfaces of the testing suites, Azure DevOps,
and cloud-based infrastructure. The proposed framework
offers several key advantages:

A. Cloud environment & test execution

A decentralized architecture on Azure DevOps facilitates
the efficient and automated execution of certification tests on
local devices. Traceable data provenance simplifies analysis
and collaboration. This approach eliminates manual file
management, and enhances the repeatability and accuracy of
test executions. PROFINET's test source code allows for user-
specific tests, easing the certification transition. Further
optimization through a comprehensive CLI, developed by
protocol providers, could enhance user control and flexibility.

B. Impact on the V-Model and certification institutions

The framework articulates a potential paradigm shift in the
traditional V-Model illustrated in Fig. 4. By enabling
comprehensive system testing in-house, the framework
encourages a proactive approach to system-level error
detection and correction. By integrating certification tests, we
firstly eliminate the need for duplicate in-house-created
system tests and, secondly, simultaneously evolve what were
previously validation tests into comprehensive and
standardized system tests. This merge highlights the V-
Model’s  typical differentiation between (in-house)
verification and high-level validation typically conducted by
certification institutes. This in turn raises the question as to
what replaces the certification as a validation test, and with it
the position of certification institutes within the industry. We
contend that a compatibility test — an interoperability test with
a multitude of off-the-shelf other devices - should become the
new validation test.

Protocol promoters have played a crucial role in this shift.
With promoters providing their testing suites encompassing
all relevant tests, a certification test conducted at a
certification institute becomes redundant as online
certification is clearly viable. What is not viable for smaller
device manufacturers seeking certification is the maintenance
of the large number of third-party devices necessary to
conduct comprehensive compatibility tests which in turn
opens up an opportunity for certification institutions to focus
on broader and costly system-wide assessments. This
collaborative approach, combining robust in-house testing
with centralized external compatibility validation by
certification institutes, streamlines the certification process
while ensuring robust and interoperable industrial
communication devices. The implication being that, apart
from issuing certifications to industrial device manufacturers,
offering compatibility testing services would be a strategic
expansion for certification providers in the future.
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