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Abstract: Global navigation satellite systems technology is at the core of modern air traffic navigation.
Aircraft use it to estimate their position, while air navigation service providers rely on services
such as automatic dependent surveillance broadcast which have been enabled by this technology.
Since satellite signals are very low in power, they are susceptible to radio frequency interference
activities, which can have a significant impact on aviation. This paper illustrates how crowd-
sourced automatic dependent surveillance data transmitted by aircraft can be used to gain situational
awareness about radio frequency interference and how air traffic over Eastern Europe has been
impacted by interference activities over a period spanning from February to August 2022. The results
suggest that satellite navigation signals were subject to interference of varying strength and duration.
We observed several days when more than 1000 flights were affected, representing 60% of the daily
traffic in the analysed area. Furthermore, the extent of the interference impact on aviation depends
on the altitude of the aircraft, as low-flying aircraft tend to be less affected by interference than the
ones flying at higher altitudes. Consequently, this paper contributes to a better understanding of how
civil aviation is affected by radio frequency interference and where such disturbances may occur.
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1. Introduction

Aeronautical navigation relies heavily on the availability of Global Navigation Satellite
Systems (GNSS). In almost all modern commercial aircraft, GNSS is used as the primary
means of navigation for guidance on departure, en route, and also during the arrival
phase of flight. Together with space- or ground-based augmentation systems (SBAS or
GBAS), GNSS is even capable of providing precision approach guidance and is one of the
core satellite-based technologies identified in the Global Air Navigation Plan [1] and the
European Air Traffic Management Master Plan [2] for supporting future airspace evolution.

Position, navigation, and timing (PNT) information from GNSS is not only used for
navigation but also for other systems in the aircraft, such as aircraft time, terrain awareness
warning systems (TAWS) or ground proximity warning systems (GPWS), airborne traffic
situational awareness system (ATSAW), and weather radar declutter [3]. Most notably,
however, position information with integrity is required to feed to the automatic dependent
surveillance broadcast (ADS-B), which is a surveillance system broadcasting aircraft position
information and other parameters regularly. As GNSS is currently the only navigation
system capable of providing integrity for the position solution, a loss of the former generally
leads to ADS-B position reporting faults [4]. Radio frequency interference (RFI) has been
known to cause loss of GNSS functionality to civil aircraft for many years now [5–7]. On
18 and 19 October 2022, the airspace in the Dallas area was affected by RFI, leading to the
unavailability of GPS-based arrival and departure procedures [8]. In addition, RFI can
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occasionally be observed in the vicinity of military exercises and rather often near crisis
areas (for an overview of known and documented RFI incidents, we refer to Darabseh et al.
[9]). A substantial amount of GNSS-related RFI occurred in Eastern Europe following the
start of the crisis in Ukraine, which led the European Union Aviation Safety Agency (EASA)
to publish a safety-information bulletin [10]. In this publication, EASA outlined potential
effects of GNSS-related RFI on aircraft as well as suggestions to operators to “ensure flight
crews and relevant flight operation personnel are aware of possible GNSS jamming”. This
requires situational awareness in near real-time about potential areas subject to RFI-related
disturbances.

Even though RFI has an impact on the availability of flight procedures and thus
the capacity of airspace sectors and airports, Figuet et al. [11] showed that RFI is not
a direct threat for mid-air collisions as long as other means of navigation are available.
Indeed, while most aircraft are well-equipped with a variety of different navigation systems,
ranging from conventional navigation (such as the VHF omnidirectional range (VOR) and
multiple distance measuring equipment (DME) units) to redundant high-grade inertial
reference systems (IRS) for autonomous navigation, it is essential for the optimal use of
airspace and advanced flying procedures that precise and reliable navigation is available
throughout all phases of flight. Unfortunately, not all aircraft are well-equipped: some
business jets may not have many alternatives for GNSS-based navigation and might need
to rely on support from air traffic control (ATC) for radar-based guidance in case GNSS
is not available. In order to adequately prepare for a flight, it is essential that dispatchers
and flight crews be aware about potential loss of GNSS on the planned route so that they
can revert to conventional navigation procedures and ensure safe operations at all times.
For ATC, it is important to be aware of aircraft in their airspace potentially requiring extra
assistance, as this has a direct impact on the workload of air traffic controllers and therefore
the capacity of a sector. To this day, no common detection scheme for areas affected by RFI
is operational. For situational awareness, aircraft operators as well as ATC have to rely on
pilot reports from previous flights for information about potentially affected areas.

In the literature, a number of studies dealing with the (i) characterisation, (ii) detection,
(iii) localisation, and (iv) simulation of RFI incidents on ADS-B signals transmitted by
aircraft are mentioned. Most of these methods rely on integrity parameters transmitted in
the ADS-B message. To this end, the navigation accuracy category for the position (NACp)
and the navigation integrity category (NIC) give a good indication when GNSS-based
navigation is lost, as both parameters decrease as a consequence.

Studies focusing on the characterisation are concerned with the question of how
the NACp information transmitted via ADS-B is influenced by RFI incidents [9,12]. In
this context, Pleninger et al. [6] evaluated the effect of RFI on the multi-mode receiver
of a Boeing 737MAX aeroplane in stationary conditions, i.e. the source of interference
and the aircraft remained stationary on the ground. Liu et al. [5] reported on flight tests
investigating how stationary sources of RFI affect ADS-B signals of aircraft in flight. They
further characterised the impact of known RFI events on the observed ADS-B signals of
aircraft operating in the vicinity of Hayward Executive Airport in the San Francisco Bay
Area.

Studies dealing with detection focus on the way RFI activities can be identified based
on ADS-B information. While Osechas et al. [7] showed how RFI events can be recognised
by flight crews in the cockpit of an airliner, other authors examined how RFI events
influence the NACp values transmitted by aircraft via ADS-B. In this context, Darabseh et al.
[9] compared the distribution of NACp values of flights affected by RFI with unaffected
flights, while Lukeš et al. [12] applied pattern recognition techniques on the fluctuation of
NACp values transmitted by ADS-B in the case of known RFI events. Moreover, Jonáš and
Vitan [13] suggested a detection procedure that exploits the causality between RFI incidents
and ADS-B trajectory gaps identified by the authors.

Studies dealing with localisation problems present approaches that enable the sources
of interference to be pinpointed. For cases in which the ADS-B signal is interrupted by RFI,



Eng. Proc. 2022, 28, 12 3 of 10

Jonáš and Vitan [13] applied the power difference of arrival method (see [14]), while Liu
et al. [15] suggested an approach based on a convex optimisation model. For cases in which
the NIC is affected by an RFI incident, mathematical models [16] and machine-learning
models [17] to localise the source of interference are proposed in the literature. Finally, [16]
presented a simulation tool that can be used to artificially generate ADS-B data of aircraft
influenced by RFI incidents.

While methods for identification of RFI activities based on ADS-B data were previously
developed and published, a systematic study of the extent, development over time, and
concrete impact on air traffic in different regions has not yet been performed. In this paper,
we perform a systematic evaluation of the evolution of jamming events in Eastern Europe
in the year 2022. We assess the observable impact on aviation based on crowdsourced
ADS-B data from the Opensky Network (OSN) [18]. For the impact analysis, we identify
spatial and timely patterns of occurrence of RFI and generate statistics for the number and
percentage of affected flights in a given sector.

2. Methodology

In order to study and assess the impact of RFI activities on air traffic, a methodology
based on several steps is applied in this paper. In a first step, Section 2.1 illustrates how
geographical zones with active RFI are identified. Subsequently, Section 2.2 describes how
the data required for this paper is collected and processed. Finally, Section 2.3 shows how
flights affected by RFI can be identified based on the collected data.

2.1. Identification of Zones of RFI

In a first step, the geographical areas in which RFI activity is pronounced are identified.
To determine active zones of RFI, we consulted the web page http://www.gpsjam.org/
(accessed on 1 November 2022), provided and hosted by Wiseman [19]. This web page
provides an overview of daily RFI activities based on ADS-B data. Regarding the European
airspace, two areas that are frequently affected by GNSS RFI are the airspace around the
Kaliningrad exclave, as well as the airspace bordering the Black Sea between Moldova,
Romania, and Bulgaria. Since the area around the Black Sea appears to be the most
impacted by RFI and traffic though the area has significantly increased since most of the
traffic between Asia and Europe currently avoids Russian airspace, this paper focuses on a
geographical area of interest (AoI) marked with a blue box in Figure 1 for a period between
February 2022 and the end of August 2022. In the following, this area is referred to as AoI-1.
For a more detailed analysis, as described later in this chapter, the area marked in red in
Figure 1 and referred to as AoI-2 was selected due to the particular frequent observations
of suspected jamming.

Figure 1. Areas of interest AoI-1 (blue box) and AoI-2 (red box).

http://www.gpsjam.org/
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2.2. Data Collection and Pre-Processing

ADS-B position and status messages data of aircraft flying in AoI-1 were collected from
the OSN database [18] using the traffic library [20]. The aircraft positions were obtained
from the state_vectors_data4 table, while the NACp values transmitted by the aircraft
were derived by decoding ADS-B raw messages from the operational_status_data4
table. The two datasets obtained are merged via both the icao24 code of the aircraft, which
is an identification number associated to each aircraft code, and the timestamp of each
message. In total, data for over 428,644 flights were collected for AoI-1 and the chosen
observation period. Subsequently, the data referring to these flights was used for the
analysis presented in this paper.

2.3. Identification of Flights Affected by RFI

As mentioned in the introduction, a number of authors have have dealt with the
detection of RFI events using NACp information transmitted through ADS-B data. As
such, the NACp value relates to the estimated position uncertainty (EPU) of the aircraft as
presented in Table 1. Most of these studies focusing on the detection of jamming events
illustrate that the NACp degrades from values above 8 to a value of 0 when an aircraft
is subject to RFI [9,12]. However, it is also possible for aircraft to have a constant NACp
value of 0 without being influenced by RFI. This phenomenon can occur especially with
aircraft that are not equipped with GNSS receivers. To take both of the above circumstances
into account, a flight is labelled as affected by RFI, if for AoI-1, (i) a NACp value of 0
is transmitted cumulatively for more than 60 s, and (ii) a NACp value greater than 7 is
transmitted cumulatively for more than 60 s. The rationale behind this criterion is that
in the case of RFI, we should see a degradation of the NACp when an aircraft enters the
jammed area and/or an increase of the NACp once the aircraft leaves the zone. While flying
through the affected area, it can happen that GNSS-based navigation becomes available for
short periods of time before disappearing again.

Table 1. NACp and corresponding EPU values. From [21].

NACp EPU

11 <0.00162 NM
10 <0.0054 NM
9 <0.0162 NM
8 <0.05 NM
7 <0.1 NM
6 <0.3 NM
5 <0.5 NM
4 <1 NM
3 <2 NM
2 <4 NM
1 <10 NM
0 >10 NM or unknown

3. Results and Discussion

In this section, the results of this paper are presented and discussed. First, the flights
observed in AoI-1 influenced by RFI are localised in Section 3.1. Sections 3.2–3.5 provide
statistics describing the frequency of RFI activities, the number of affected flights, the
duration of interference, and the altitude at which flights were affected by RFI. Finally,
Section 3.6 discusses limitations.

3.1. Localisation of Flights Affected by RFI

For AoI-1 as well as the selected observation period, 428,644 flights were evaluated.
After analysing these flights using the method described in Section 2, 31,335 were found to
be influenced by GNSS RFI. This represents about 7% of the total traffic. Figure 2 depicts
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how aircraft flows were distributed in AoI-1 as well as where RFI impacted flights were
localised. Figure 2a summarises the total number of observed aircraft ADS-B messages for
AoI-1 for the entire observation period in hexagonal bins. This way, the spatial distribution
of traffic flows in AoI-1 are, to a certain extent, identified. Figure 2b indicates the number of
observed messages showing a NACp value of 0. Finally, Figure 2c summarises the data from
Figure 2a,b by indicating what percentage of all aircraft reports observed in a hexagonal
bin have a NACp value of 0, therefore removing the dependency on the number of aircraft
that passed through the respective area. This reveals which geographical areas are most
affected by RFI activities, independent of the amount of air traffic.
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Figure 2. Aircraft densities in AoI-1 over the period between February and August 2022: (a) number
of observed aircraft positions reported within each hexadecimal bin in AoI-1; (b) number of observed
aircraft positions reporting a NACp of 0 within each hexadecimal bin in AoI-1; (c) percentage of aircraft
affected by RFI per hexadecimal bin in AoI-1.

3.2. RFI Frequency and Daily-Impact on Flights

The number of RFI-impacted flights per day as well as the percentage it represents of
all flights can be observed in Figure 3. RFI activities are not uniformly distributed over the
observation period considered in this paper. Indeed, low amplitude (in terms of number of
affected flights) RFI events sporadically occurred between mid-February until mid-May
when the jamming activity started to be more intense, with a peak in June. For example, on
5 June 2022, more than 1325 aircraft were affected by RFI, which represent 60% of the traffic
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within AoI-1 during that day. Information presented in percentages allows us to isolate the
effect of RFI from the traffic volume.
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Figure 3. Number (blue) and percentage (red) of aircraft affected by RFI per day in AoI-1.

Figure 4 summarises the number of flights affected by RFI activities at 30-min intervals
over the course of the day. In addition to periods of intense jamming in June 2022, where
up to 50 aircraft were impacted by RFI in a 30-min interval, the plot suggests that since
the beginning of the conflict in Ukraine in February 2022, jamming has been practised on
a regular basis in AoI-1. Over the course of the day, there seems to be no clear temporal
pattern in RFI activity. Nevertheless, we emphasize that a decrease in RFI intensity between
12 p.m. and 2 p.m. is particularly noticeable in June 2022.
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Figure 4. Number of flights influenced by RFI activities per 30-min interval over the entire observation
period. The colour varies as a function of the number of flights affected by RFI for the corresponding
30-min interval.

3.3. Number of Aircraft Affected Simultaneously by RFI

The number of aircraft that are affected simultaneously by RFI activities in AoI-1
was obtained by counting the number of aircraft transmitting a NACp value of 0 for each
timestamp. Figure 5 depicts this data by means of a box plot. It indicates that, on average,
a little less than six aircraft were concurrently affected by RFI. Although during most of the
time four or less aircraft transmitted a NACp value of 0 at the same time, up to thirty-five
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aircraft were observed to be affected by RFI simultaneously. This is an important metric
because the more aircraft that are simultaneously affected by RFI, the greater the chance
that one or more aircraft will require ATC support.

0 5 10 15 20 25 30 35

Simultaneous aircraft affected by RFI

Number of aircraft

Figure 5. Box plot of the number of aircraft simultaneously affected by RFI in AoI-1.

3.4. Portion of Flight

For each of the flights affected by RFI activities, the duration for which the NACp value
was equal to 0 was calculated, see Figure 6. While RFI-affected flights in AoI-1 transmitted
an average NACp value of 0 for less than 11 min, some flights were affected for more than an
hour. Inertial navigation systems (INS) drift over time and therefore can only be used as a
sole source of navigation for a limited amount of time. Alternatively, aircraft affected by
RFI will need to revert to other means of navigation, such as terrestrial radio navigation
provided they are adequately equipped. Consequently, the duration for which an aircraft is
affected by RFI is an important metric to monitor.

0 20 40 60 80 100

Portion of flight for which NACp=0

Duration [min]

Figure 6. Box plot of the duration during which aircraft affected by RFI in AoI-1 had a NACp value of
0 in AoI-1.

3.5. Altitude of Flights Affected by RFI

The intensity of RFI was not equally distributed over AoI-1. Therefore, to evaluate and
assess the dependency of an aircraft’s altitude to its sensitivity to GNSS RFI, a second zone
called AoI-2, which is substantially smaller than AoI-1, was defined. As indicated with a
red box in Figure 1, this second zone is located between the cities of Varna and Dobrich
in Bulgaria. For all flights that passed through AoI-2 during the selected observation
period, both the altitude at which they flew and whether a NACp value of 0 was transmitted,
were evaluated.

Figure 7 depicts the probability distribution of the flight levels (FL) of both the flights
not affected by RFI (in blue) and the flights affected by RFI (in red). The data suggest that
most aircraft movements in AoI-2 were conducted above FL300. Furthermore, it can be
inferred that the probability distributions differ significantly for flights conducted below
FL200; aircraft flying a low(er) altitude seem to be less susceptible to GNSS RFI. This
circumstance indicates that the GNSS receivers of the aircraft must have line of sight to
the source of the RFI in order to be influenced by it. Indeed, due to the Earth’s curvature,
the radio horizon where an RFI source may affect an airborne receiver increases with
increasing altitude.
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Figure 7. Altitude distribution of all traffic (blue) vs. traffic affected by RFI (red) in AoI-2.

3.6. Limitations

The method and results presented in this paper are subject to a number of limitations.
The NACp value transmitted by aircraft via ADS-B is used to identify RFI activities. Especially
for aircraft with more robust integration of GNSS and inertial sensors, the decrease of the
transmitted NACp value and thus the classification of the aircraft to be affected by RFI can
therefore be delayed. This circumstance may result in both the geographical area affected
by RFI activities, see Figure 2, and the identified temporal duration of RFI activities, see
Figure 6, not being completely representative. Furthermore, the method presented in this
paper cannot detect flights that already have a NACp value of 0 before entering the AoI and
maintain this value within the AoI.

The analysis presented is conducted on the basis of data collected by a network of
land-based receivers. However, large portions of AoI-1 are located over the Black Sea
for which ADS-B coverage is limited or does not exist. Moreover, since the beginning of
the conflict in Ukraine, no civilian aircraft movements have been recorded in this area.
Consequently, data availability and quality in AoI-1 is not uniform. Furthermore, it must
be taken into account that certain results presented in this paper strongly depend on the
chosen geometry and dimension of the AoI, see for instance the percentage of daily flights
affected by RFI depicted in Figure 3.

4. Conclusions and Outlook

In recent years, RFI activities have increasingly influenced and affected commercial
aviation. In this paper, we showed that RFI activities in the region of the Black Sea impacted
a substantial number of commercial flights over an observation period between February
and the end of August 2022. Indeed, up to 1300 flights were impacted by RFI on a daily
basis in AoI-1. Subsequently, RFI activities, such as as the ones described and considered
in this paper, might have an impact on the efficiency of civil aviation. The extent of the
problem can significantly impact the planned rationalisation of ground-based navigation
and surveillance infrastructure. This may lead to both higher costs and a slowdown of the
modernisation of air navigation services. This paper provides the foundation for a future
expansion of the proposed methodology to achieve near real-time situation awareness
about RFI on the basis of ADS-B data, as recommended by European Union Aviation
Safety Agency [10]. Consequently, future work will consist of extending the proposed
methodology to other areas of interest, such as the Kaliningrad area. In addition, estimating
the number of flights and/or aircraft that rely solely on GNSS for navigation and cannot
switch to alternative methods such as radio or inertial navigation systems is of great
importance, as these flights may suffer the biggest impact on their ability to navigate when
affected by RFI.
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