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Abstract 
Trusted execution environments are a new 

approach for isolating data, specific parts of code, or an 
entire application within untrusted cloud environments. 
This emerging security technology could also enable the 
migration to cloud infrastructures for organizations 
working with highly sensitive data. As current research 
does not address the organizational perception of 
trusted execution environments (TEEs), we conducted 
an explorative study to clarify the technological, 
environmental, and organizational views on this 
technology by health care, life sciences, and banking 
companies in Switzerland. The interview findings show 
that in these industries, missing technological 
knowledge as well as privacy and process regulation 
are perceived to be the most critical driver for 
organizational adoption of TEEs. The identified low 
intrinsic motivation to adopt novel technologies permits 
us to conclude that clarifying the regulatory impact of 
TEEs could drive future adoption by organizations. 

1. Introduction

As cloud computing systems and services are
complex in nature and enable a multitude of 
technologies that can be deployed in different ways, 
achieving a sufficient understanding of how to secure 

such systems is a significant challenge [9]. Furthermore, 
cloud computing users lose control of the data as they 
do not manage the physical infrastructure on which their 
data is stored [14]. The need for privacy-friendly 
solutions is especially prevalent in regulated sectors like 
banking, life sciences, and the health care businesses, 
where privacy risks for sensitive data are a significant 
drawback of cloud systems [10]. More specifically, 
potential threats include data leakage of sensitive 
medical records, which can, in turn, lead to patients 
being discriminated against by employers or health care 
insurance agencies [8]. However, due to the low cost, 
high efficiency, scalability, and availability, highly 
regulated companies are now moving to cloud systems 
[9], and TEEs are being introduced to enhance the 
security of these systems [6]. Thus, the technology 
could potentially provide the necessary security 
guarantees to facilitate cloud adoption within regulated 
industries. Although there is a broad body of knowledge 
covering the organizational adoption of cloud 
computing, to our knowledge, there is currently no study 
of the influencing factors for the corporate adoption of 
TEEs in regulated industries. As companies working 
with sensitive data will benefit most from additional 
security measures, our study focuses on these specific 
industries. Consequently, the research question in our 
study aims to explore factors perceived to affect the 
organizational adoption of TEEs within the Swiss health 
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care, life sciences, and banking sectors. As the current 
literature does not give sufficient insight regarding this 
issue, we conducted semi-structured interviews based 
on the technology organization environment (TOE) 
framework [25]. The TOE has been applied to analyze 
the adoption of various technical innovations in 
organizations [19, 21, 27] in the past. This study seeks 
to close the research gap on adoption factors for TEEs. 
These factors can potentially have a transforming 
impact on security-related barriers to the adoption of 
cloud computing. 

2. Trusted Execution Environments 

The three pillars of data security involve protecting 
data at rest, in transit, and in use. Conventional cloud 
computing infrastructure struggles to protect data in use 
(e.g., cloud providers cannot prove to the customer that 
they have not accessed their data). However, TEEs 
enable the secure execution of code within cloud 
environments. Security is provided by encrypted 
memory regions called enclaves [6]. Predefined 
algorithms can be sealed within the TEE and used to 
calculate insights on provided data. Furthermore, the 
output format and aggregation level of the resulting data 
can be predefined, and output is only provided for 
defined users. Hardware-based TEEs within cloud 
environments are termed “confidential computing” by 
various vendors such as AMD, Intel, and ARM, and on 
different platforms such as Microsoft Azure or IoT 
applications [22]. 

Figure 1 gives a high-level overview of the 
principal stages of creating and using a TEE based on 
Intel SGX. The system’s author must create the TEE, a 
so-called enclave [6]. During this development phase, 
hardware-specific security keys are used to seal the parts 
of the application that need additional security 
guarantees (Figure 1a). A user wanting to work with an 
enclave can first obtain proof of the software and 
hardware via an attestation service provided by Intel 
(Figure 1b). This proof is based on the sealed security 
keys and information about the software, which can be 
accessed by the user and sent to the attestation service. 
Following successful attestation, the user can provide 
his or her data to the enclave to be processed and receive 
an output. 

3. Research Approach 

Literature Review. A literature review following 
recommendations by Webster & Watson [28] was 
conducted in November 2020. The scope of this 
literature review was to identify existing studies 
providing an organizational lens on trusted execution 

environments. We used the keywords “trusted execution 
environment” and one of the following second terms: 
“business perspective,” “organization,” or “TOE.” 
Searches were done in the following databases: Web of 
Science, ProQuest, and Google Scholar to cover a broad 
range of journals [29]. We could not find any relevant 
literature that provided an organizational perspective on 
TEEs within the databases based on these keywords. 
Using the keyword “TEE” alone revealed several 
publications that all focus on the general 
conceptualizations of the technology [11, 12, 13] and on 
the technological feasibility perspective [26], where 
performance is presented as the primary technical 
drawback [2]. In addition, the research focuses on the 
isolation, encryption, and attestation schemes of TEEs 
[16, 17, 18, 20].  

 

 
 
Figure 1: The enclave creation and attestation process. 
 

 
Interview Method. We conducted explorative 

interviews with business stakeholders from regulated 
industries to fill the research gap regarding the 
organizational perception of trusted execution 
environments. In these interviews, we used the terms 
TEE and confidential computing synonymously, as 
practitioners typically use the latter. The experts were 
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selected from three different regulated industries, 
working with personally identifiable data and with 
diverse backgrounds and roles [4]. We deliberately 
concentrated on IT professionals with security and 
managerial expertise since relevant experts of a novel 
technology are not easy to identify. Our chosen 
specialists could simultaneously understand the 
innovative potential of the technology and provide 
information about the business impact of such 
technology within their organization and industry. The 
interview guide followed the methodology of Bogner et 
al. [4]. We provided key questions and follow-up 
questions within the semi-structured interviews based 
on the individual answers and TOE lenses. This 
approach was chosen as the technology is new, and we 
wanted to add further insights to the existing body of 
knowledge. In addition, we were interested in the 
perception of this technology from the three viewpoints 
of the TOE framework as described by Tornatzky & 
Fleischer [25], so we structured the questions with these 
in mind. The leading questions in the interviews were 
deductively structured as follows. First, we posed 
questions about the challenges that could be solved with 
innovative security technology in the respective 
industry to find common ground regarding technology 
innovation. Then we followed up with questions 
concerning the anticipated benefits of confidential 
computing projects and the significant barriers of such 
projects in the respective industry, based on the TOE 
lenses. The results are presented according to these 
lenses. 

 
Interview Evaluation. A total of 13 interview 

participants were interviewed by video in spring 2021. 
Interview times ranged between 26 and 58 minutes, with 
40 minutes on average, resulting in a total of 9.5 hours. 
All but two of the interviews were transcribed. 
Participant P2 [L] and P3 [L] declined to be recorded 
because of confidentiality concerns. However, written 
notes were taken during these two interviews. Next, one 
of the authors deductively coded each interview, the 
coding categories being based on the TOE lenses. After 
this, a second author analyzed the codes across the 
boundaries of the individual interviews. Finally, the 
coding results were discussed among the researchers to 
remove bias and strengthen their validity. 

4. Findings 

Interviews were conducted with 13 interview 
participants who are key stakeholders in relevant IT 
areas within their respective companies, as shown in 
Table 1. Five interviewees were from the life sciences 
sector, four from the health care sector, three from the 
banking sector, and one works for a cloud provider.  

Table 1: Overview of the interview participant sample. 
Key: Life sciences [L], health care [H], banking [B], and 
cloud provider [C] 
 

 
 
In accordance with the research question, we 

focused our interviews on the following topics:  
 
What cloud computing challenges could be solved 

with innovative security technology in your company?  
What is the current perception of the usefulness of 

TEE (confidential computing) in your company 
(sector)?  

What are the perceived challenges of TEEs 
(confidential computing) in your company (sector)?  

 
We classified the insights from the interviews based 

on the TOE framework. The main determinants are 
shown in Figure 2 and described afterward. 

4.1. Technological Context 

Compatibility with Existing Systems and 
Processes. Interview participants P1 [L] and P4 [L] both 
mentioned that the potential impact of adopting TEEs to 
their backup plans and storage solutions would need to 
be assessed.  

“If I use this for [existing business] operations, it 
would be good to have this as an enterprise feature, 
without additional work from our side.” (P1 [L]).  

Interview participant P13 [C] mentioned that he 
sees a challenge in the need to refactor current 
applications, which would disrupt current operations. 

 “You have to refactor existing applications, which 
blocks many customers from using it.” (P13 [C]).  

Interview participant P13 [C] mentioned that not all 
processes could be executed with this technology, as 
performance is insufficient.  

“Performance is also a problem if you think about 
working with a whole data lake.” (P13 [C]).  

Participants Job Description/Title 
P1 [L] IT Security Officer 
P2 [L] Head of IT Operations 
P3 [L] SAP and HR IT Services Manager 
P4 [L] Chief Information Officer 
P5 [L] IT Risk Security Manager 
P6 [H] Head of IT Operations 
P7 [H] Head of IT 
P8 [H] Head of IT Infrastructure 
P9 [H] Data Security Officer 
P10 [B] Director Tax application 
P11 [B] CISO 
P12 [B] Head Enterprise Architecture 
P13 [C] Chief Security Advisor  
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Complexity of Operations. Interview participant 
P1 [L] stated that the complexity of business operations 
is an essential factor.  

“But it’s also a matter of operational complexity as 
well as the know-how needed to operationalize this on a 
large scale.” (P1 [L]).  

Other interviewees mentioned that the complexity 
could increase due to additional security technology. 
They had already experienced this with other security 
technologies and observed a tradeoff between security 
and operational complexity.  

 
“There will be a tradeoff between security and 

getting work done.” (P7 [H]). “It is still too early to 
determine if this technology is usable on an everyday 
basis.” (P10 [B]).  

In addition, participant P13 [C] mentioned that 
most of the complexity could, in future, be reduced by 
the cloud provider so that a health care provider could 
focus on its core business.  

“The focus of cloud providers is to run a secure IT 
environment. From our innovation, all customers can 
profit. The hospital should [easily use it] and take care 
of a patient and provide medical services.” (P13 [C]).  

4.2. Organizational Context 

Innovative Mindset of Managers. Interview 
participant P3 mentioned that in the life sciences 
industry, managers are not focused on IT or innovation.  

“We have no pressure to be innovative within the 
IT department” (P6 [H]).  

Later on in the interview, he mentioned that the 
current mindset of managers would hinder the adoption 
of new technologies as the life sciences industry is 
generally conservative.  

“Therefore, we use only well-established 
technologies.” (P6 [H]).  

Interview participants P4 [L] and P6 [H] stated that 
it is difficult and unnecessary to be pioneers in the life 
sciences and health care sectors.  

“The health sector as a whole is defensive 
concerning innovation.” (P9 [H]).  

Interview participant P2 [L] stated that it is 
challenging to innovate in areas with a link to machines 
validated according to good manufacturing practices 
regulation (GMP) because such innovations require 
validation. Interviewee P12 [B] added that the adoption 
of new technology is not usually innovation-driven but 
regulation-driven.  

“I think that in the banking sector, adoption doesn’t 
happen if it is not required by the regulator.” (P12 [B]).  

Interview participant (P10 [B]) mentioned that 
innovation could be specific to departments within a 

Figure 2: Perceived factors influencing the adoption of TEEs from the three perspectives of the TOE 
framework [3]. 
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bank, but the core business is typically not an early 
adopter of innovations.  

 
Risk Aversion. Interview participants P1 [L], P2 

[L], and P4 [L] specifically mentioned the potential 
security gains from confidential computing as an 
attraction. According to participant P3 [L], risk aversion 
is a major organizational factor. He later added that the 
effort and resources required to adopt TEEs are difficult 
to estimate and might not be worth the risk reduction to 
his companies. Interview participants (P6 [H]) and (P7 
[H]) pointed out that the security of patient data always 
comes first, and the loss of such data would lead to a 
high reputational damage.  

“The safety of patient data always comes first.” (P6 
[H]). “The reputational damage would be massive if 
patient data were leaked” (P8 [H]).  

Interviewee P12 [B] mentioned that the cybercrime 
risk would increase in the future, leading to a higher 
adoption rate of confidential computing. He added that 
it is also essential for security gains to be evidenced and 
trustworthy, as any breach would impact many 
customers.  

“The whole field of cybercrime will increase, which 
could drive confidential computing and confidential 
data processing” (P12 [B]). “If such a technology were 
adopted, there must be no systematic problems; 
otherwise a whole range of customers would be at risk” 
(P12 [B]).  

Interview participant P12 [B] mentioned that he 
still has to trust the final product developed with 
confidential computing. He was also undecided 
concerning risk mitigation based on technological 
guarantees.  

“The system will be a little better, but there are still 
people involved, which always carries a risk. […] I have 
to be able to trust the final solution.” (P12 [B]).  

Interview participant (P13 [C]) saw a clear benefit 
from this technology, as it enables the cloud provider to 
prove that stored data cannot be accessed. This might 
persuade companies from regulated industries to use 
cloud services for sensitive data.  

“For us as a cloud provider, it can help to prove 
that we are not accessing our clients’ data” (P13 [C]). 

 
Financial Costs. Interview participant (P13 [C]) 

mentioned that, currently, many risks are already 
accepted. Consequently, it is questionable whether the 
business would pay for technological mitigation of an 
already accepted risk.  

“There has to be a business need […] a lot of risks 
we have already accepted, which could be mitigated by 
confidential computing.” (P13 [C]).  

Interview participant P4 [L] spoke of the potential 
cost of deploying and maintaining confidential 
computing.  

“Above all, I wonder about the cost. Is this 
something that you pay for when using?” (P4 [L]). 

4.3. Environmental Context 

GxP Regulations. A host of regulations exist in the 
life sciences industry, summarized as GxP (good 
practices in process x). Interview participant P1 [L] 
perceives regulatory pressure as a driver for new 
security technology in his sector.  

“I think the regulations will become tougher, and I 
am certain of that. Modern security concepts will kick 
in. Also, for things like this [confidential computing], 
sooner or later it will be required.” (P1 [L]).  

GxP regulatory requirements oblige the life 
sciences community to ensure their GxP-relevant data is 
sound. Many interviewees participants mentioned data 
integrity when discussing examples of encrypted data-
sharing within pharmaceutical chains, TEE use-cases, or 
other innovations. In addition, statements of two 
interviewed decision makers underline the importance 
of proper data integrity mechanisms to ensure that 
regulatory auditors can perform their inspection on GxP 
regulations.  

“A big challenge here is data integrity and data 
confidentiality […] It’s important that someone has the 
key in case it has to be reconciled by the FDA.” (P1 [L]).  

 
Data Protection Regulations. There was a clear 

focus on the General Data Protection Regulation 
(GDPR) [24] during interviews with life science 
partners. In addition, those from the banking sector 
mentioned banking regulations as an important factor.  

“I think the biggest hurdle is still the regulator 
[with regard to the Swiss Financial Market Supervisory 
Authority].” (P12 [B])  

Three decision-makers cited challenges arising 
from GDPR in their recent innovation projects, such as 
the move to the cloud – and that such challenges could 
be solved through encryption alternatives such as TEEs. 
When discussing moving data to the cloud in the form 
of a data lake, interview participants P2 [L], P6 [H], and 
P8 [H] mentioned that data access restrictions need to 
be configurable in a role-based fashion, similar to ERP 
systems.  

“It’s important which data we can see as a 
company and which data are relevant to us” (P1 [L]). 
“The electronic patient record can benefit if the data 
access can be secured on case level. A medical doctor 
treating a knee injury does not need to know the entire 
patient health record.” (P8 [H]).  
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However, several decision-makers were not able to 
think of a use-case where TEEs could improve 
compliance with privacy laws because their 
understanding of encrypted personal data is, for the most 
part, the same as for pseudonymized personal data. In 
this regard, they perceive TEEs only as an incremental 
improvement.  

“I think because of the GDPR requirements, most 
of the personally identifiable information in our systems 
is already masked.” (P5 [L]).  

Interview participant P4 [L] explained that during 
their company’s recent move to a total cloud 
environment, they had experienced a lot of GDPR-
related challenges. For example, interview participant 
P4 [L] later explained that encrypted data is still deemed 
personally identifiable information. Interview 
participant P5 [L] and P6 [H] stressed the importance of 
masking personally identifiable information in line with 
data protection regulations.  

“If we transfer data to the outside, we anonymize 
it.” (P6 [H]).  

 
Availability of Domestic Cloud Offerings. Several 
participants mentioned the importance of the data 
storage location. It is crucial for highly regulated 
companies operating in Switzerland to store their data in 
the country for security and privacy purposes. “We have 
a clear policy regarding data storage. It has to be in 
Switzerland. Also, the encryption keys should be 
handled only in Switzerland.” (P6 [H]).  

“For Swiss clients it’s relatively important where 
their data is stored. Especially with the data protection 
law […] and I think this will increase the acceptance 
rate of the cloud” (P2 [L]).  

Interview participant P9 also mentioned that 
operations in the Middle East face the same hurdles as 
in Europe.  

“In the Middle East [where we also operate], there 
is a regulation that prohibits the transfer of data to 
foreign countries.” (P9 [H]). 

 
Availability of Knowledgeable Personnel. 

Interview participants P1 [L] and P12 [B] stated in detail 
that the availability of knowledgeable employees would 
be a determinant in deciding whether to adopt TEEs.  

“But it’s also a thing of […] the know-how that is 
needed to operationalize this en masse. […]proof of 
concept would need to be done first where […] the 
know-how that already exists in this area [has to be 
identified]. It is not sufficient if just one of our admins 
and one person at the outsourcer has an idea of how it 
works. There must be enough know-how on the market 
to operate and implement this.” (P1 [L]).  

“I think adoption is highly related to 
knowledgeable personnel. […] only then will a company 
trust a new solution.” (P12 [B]).  

Interview participant P13 [C] mentioned the 
associated risks arising from a lack of staff with 
knowledge of confidential computing.  

“For users of this technology, it has to be clear that 
you have to be careful with your credentials because if 
you lose these, additional encryption cannot help.” (P13 
[C]). 

5. Discussion 

The insights from our interviews offer an 
impression of the organizational perception of TEEs 
within three highly regulated industries. They reveal 
that these companies will consider the further adoption 
of cloud technologies in light of the cost pressures 
within their industries. Furthermore, a sufficient 
understanding of TEEs does not yet exist within most 
companies interviewed. Indeed, they even perceive a 
lack of knowledge within their industry, which may 
hinder translating new TEE technology from theoretical 
implementation scenarios to practical commercial 
application. As practical instances of TEE still rare, this 
observation is unlikely to be limited to our observed 
industries. Therefore, we see this sociotechnical 
challenge as an important novel finding of our study. It 
seems to us that technology providers and academia 
should further focus on educating potential business 
users. This situation is not hugely different from the 
early days of blockchain technology [5]. Broadening the 
developer community could also close the current 
knowledge gap perceived by market participants. 
Current research on security technologies also supports 
our findings, as it suggests that lack of organizational 
readiness is one of the factors that can negatively 
influence the adoption of security technologies [15]. 

A second important finding is that TEEs are 
currently not a significant issue for regulated industries 
in Switzerland since they perceive no regulatory benefit. 
Instead, the technology is seen as an incremental 
improvement. The interviewees stated that their 
respective industries are guided by traditional values 
and are not focused on innovation because of current 
regulations. Based on these results, we see a need to 
understand better the impact of TEEs on data protection 
regulation. It is also worth noting that the literature still 
provides no clear picture of the regulatory effects of 
TEEs [1]. Work by Singh [23] suggests that TEEs could 
potentially be used for future business innovations and 
specific high-value sensitive data to comply with the 
security aspects of GDPR. Without explicit consent 
about the influence of TEEs on “(a) the 
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pseudonymization and encryption of personal data” 
[24], its adoption rate will, potentially, remain low.  

As an additional insight the importance of domestic 
cloud offerings for regulated industries was identified 
within this study. Of course, cloud service providers can 
offer TEEs, but companies like Microsoft have only 
recently started offering Switzerland as a service 
location. We suggest this may hold for other countries 
too, giving cloud providers an incentive to provide 
domestic TEE offerings.  

An added security gain itself is a core feature of the 
technology, and the perceived security gain is also 
shown as a general driver in the adoption of security 
technology [15]. However, the security guarantees 
offered by TEEs are controversial [7]. The sectors we 
examined traditionally have an aversion to risk where 
data and confidentiality are concerned. Our study 
confirms that there is no clear consent on the security 
benefits. Several participants see additional security 
gains but are also undecided whether TEE products 
offer higher security guarantees overall. At the moment, 
it seems that this proof must be provided on a case-by-
case basis. In these cases, cloud adoption would no 
longer be hampered by security risks, and previous 
research regarding this factor should be reevaluated. 

Very recently published literature highlights that 
compatibility with current operations is a vital adoption 
factor [15]. Within the context of regulated companies, 
we could verify these factors through our interviews. 
Although the complexity of TEEs was also mentioned 
in several instances, researchers are undecided about the 
influence this factor has on adoption [15]. Cloud service 
providers are starting to offer out-of-the-box 
confidential computing (TEE-based) through virtual 
machines [12]. Indeed, today's major cloud providers 
already offer trusted enclave functionalities within their 
infrastructure services [22]. This is a strong indication 
that cloud service providers will widely adopt TEEs. If 
this is the case, TEE utilization could be one additional 
cost element in the cloud service contract, and this 
would resolve complexity and compatibility issues in 
the future. 

6. Outlook 

To our knowledge, this is the first study that 
provides an organizational perspective on TEEs within 
the context of regulated industries. A possible step for 
future researchers would be to study less-regulated 
sectors and include companies from other countries. The 
perceptions of these organizations would undoubtedly 
augment our findings. Furthermore, it would be 
interesting to conduct a quantitative study with adopters 
and non-adopters of TEEs regarding the factors 
identified in this study. Such a study could quantify the 

importance of these factors and give hints about their 
interaction. It may be too early to find a statistically 
relevant sample; however, it would still be worthwhile 
to determine whether adopters view specific factors as 
more significant than non-adopters or vice-versa. Such 
findings would be able to substantiate further the 
groundwork presented in this study. As TEEs become 
more widely known, their potential will become more 
apparent. Notwithstanding, we believe that an early 
organizational assessment will improve their usefulness 
for industry practitioners.  
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