
A C AD EM I C P A P E R

Willingness to share data: Contextual determinants of
consumers' decisions to share private data with companies

Kurt Alexander Ackermann1 | Linda Burkhalter2 | Thoralf Mildenberger3 |

Martin Frey3 | Angela Bearth1

1Institute of Marketing Management, School

of Management and Law, Zurich University of

Applied Sciences, Winterthur, Switzerland

2Institute of Natural Resource Sciences, Zurich

University of Applied Sciences, Wädenswil,

Switzerland

3Institute of Data Analysis and Process Design,

Zurich University of Applied Sciences,

Winterthur, Switzerland

Correspondence

Kurt Alexander Ackermann, Institute of

Marketing Management, School of

Management and Law, Zurich University of

Applied Sciences, Winterthur CH-8400,

Switzerland.

Email: acka@zhaw.ch

Present address

Angela Bearth, Consumer Behavior, Institute

for Environmental Decisions, Federal Institute

of Technology (ETH) Zurich, Zurich,

Switzerland

Funding information

Innosuisse - Schweizerische Agentur für

Innovationsförderung, Grant/Award Number:

19006.1PFES-ES

Abstract

In the age of digitalization, customer and consumer data have become a valuable

source of information for companies. However, to obtain these data, companies

depend on peoples' willingness to share (WTS) their private data with them. By

means of a large-scale online experiment with more than 20,000 participants, we

investigated the extent to which peoples' WTS private data is affected by contextual

factors. We complement and extend previous research by (i) simultaneously

addressing several contextual factors that companies can largely control themselves,

(ii) comparing their relative impacts on WTS, and (iii) explicitly examining interactions

between these contextual factors in addition to their specific univariate effects. Con-

cretely, we investigate contextual factors, such as the type of data requested, the

purpose for which the data are used, the industry sector a corresponding company

belongs to, the type of compensation offered for the shared data, and the degree to

which the data allows for personal identification. Our data suggest that all these fac-

tors do affect peoples' WTS significantly, while there are also multiple significant

interaction effects between these contextual factors. For instance, we found that a

better intuitive match between the core business a company is engaged in and the

type of data that is requested, results in higher proportions of people who are willing

to share the corresponding data with the corresponding company. Hence, companies

may benefit from tuning their requests for consumer or customer data according to

the specific context in which they operate.

1 | INTRODUCTION

It is a long-existing marketing practice to target consumers based on

their needs and desires regarding products, services, and promotions.

Due to innovations in technology, such as big data (Lim et al., 2018),

internet of things (Xia et al., 2012; Ziegeldorf et al., 2014), and smart

devices (Silverio-Fernández et al., 2018), it has recently become easier

for companies and organizations to access information about

customers as new sources of information emerge and become avail-

able (e.g., wearables). For instance, it is quite common in many coun-

tries by now that health insurers monitor their customers' physical

condition with the help of health data collected by fitness apps and

wearables, with the goal to reward the healthy and active customers.

Obviously, new opportunities to collect, store, analyze, and use

personal data are very promising for a company's marketing activities

since a much deeper understanding of consumers can result from
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these opportunities. Nevertheless, from a consumer's perspective,

new data-driven business practices are associated with an increase in

nontransparency. It is difficult for consumers to grasp the amount of

data collected by the multitude of new data sources, and to under-

stand how interconnected devices and technologies allow for the

combination of data to create new information about them

(Cumbley & Church, 2013).

Due to this increasing nontransparency, consumers' concerns

about data collection, storage, and use are increasing, too. For exam-

ple, in a 2015 survey on EU citizens' privacy concerns, only 35% of

respondents agreed that providing personal information was not a big

issue for them (European Commission, 2015). In a more recent study

with American consumers, only 10% stated that they feel they have

complete control over their personal information, and only 25%

believed that most companies handle their sensitive personal data

responsibly (PricewaterhouseCoopers, 2017). Due to changes in the

European law on data protection and privacy (General Data Protec-

tion Regulation, 2016), the will of consumers becomes more powerful

and consumers regain more control over their personal information.

The practice to use the consumers' data without their consent

and against their will is no longer permitted and can lead to high fines

and loss of reputation for companies (GDPR.EU, 2019). Consequently,

companies and organizations must be more transparent about the

data they collect and therefore, become more dependent on the con-

sumers' willingness to share (WTS) their personal data. Both from a

theoretical and a practical perspective, it is thus essential to better

understand which factors determine a consumer's WTS her or his per-

sonal data with companies.

To advance the state of knowledge in this respect, previous

research has primarily focused on consumers' attitudes and concerns

towards data sharing or the univariate effects of specific situational

factors in isolation as potential determinants of WTS. However, in

real-world settings, there are often a multitude of factors that are

simultaneously and interactively affecting a consumer's WTS. To take

account of this complexity, we complement and extend previous

research by (i) simultaneously addressing several contextual factors

that companies can largely control themselves, (ii) comparing their rel-

ative impacts on WTS, and (iii) explicitly examining interactions

between these contextual factors in addition to their specific univari-

ate effects. In the subsequent theory section, we explicate the ratio-

nale for our study in more detail and elaborate on the importance of

contextual factors for fostering a better understanding of WTS.

2 | THEORETICAL BACKGROUND

2.1 | WTS and privacy concerns

Over the last decades, different constructs that may be related to a

person's intention to disclose personal data have been discussed in

the fields of marketing and consumer research, psychology, and infor-

mation systems (Li, 2011). In particular, consumers' privacy concerns

have been intensely investigated as these perceptions and attitudes

precede consumers' intentions and behavior, and are therefore an

important mediator between companies' practices and consumers'

behavior (Beke et al., 2018; Phelps et al., 2000; Smith et al., 1996).

The more concerned consumers are about how personal data are col-

lected, used, and stored by companies, the less willing they should be

to share personal information with companies (Bansal et al., 2016).

Although consumers' privacy concerns are well studied, the construct

has some limitations. Evidently, privacy concerns capture only the

negative side of consumers' perceptions and they cannot explain why

consumers are sometimes willing to disclose personal information,

although they perceive certain risks of doing so. Weighing benefits

and risks from data sharing against each other, the so-called privacy

calculus (Dinev & Hart, 2006), offers a broader explanation, because it

assumes that consumers determine for themselves whether they per-

ceive the consequences of the collection, storage, and use of personal

information as beneficial enough to outweigh the corresponding risks.

For instance, a person may decide to use a fitness tracker and share

information on her fitness activities because she considers the bene-

fits of keeping track of her physical condition more important than

the risk of her data being passed on to third parties. A second concep-

tual limitation of the construct of privacy concerns is that many

authors consider it a stable personal disposition and belief (Malhotra

et al., 2004; Smith et al., 1996). One well-known example is Westins'

Privacy Segmentation Index, which assumes that consumers can be

clustered in three groups named “Fundamentalists,” “Pragmatics,” and
“Unconcerned” (Kumaraguru & Cranor, 2005). However, such disposi-

tional approaches assume that people's behavior is stable over time

and not responsive to situational characteristics. Consequently, such

approaches are limited in their power to explain how individuals

respond to increasing complexity arising from emerging new sources

of data or new data handling practices, for instance.

In the present paper, we propose that the intention to disclose

private data depends on contextual factors on top of personal charac-

teristics. In line with this assumption, Yun and colleagues note in a

recent review paper that “researchers have called for research that

investigates contexts of PIP [personal information privacy] concerns”
(Yun et al., 2019, p. 571). The present paper aims to contribute to

answer these calls.

2.2 | Contextual determinants of WTS

Several authors have postulated that situational or contextual factors

may have a decisive impact on consumers' WTS personal data (Bansal

et al., 2016; Kayhan & Davis, 2016; Marwick & Hargittai, 2019;

Roeber et al., 2015; Taylor et al., 2015). To date, several approaches

to categorize such contextual factors have been proposed

(Anderson & Agarwal, 2011; Beke et al., 2018; Milne et al., 2017;

Phelps et al., 2000; Yun et al., 2019). However, research has often

focused on one or two of conceivable contextual factors only, neg-

lecting potential interactions between them. The categories that are

most commonly proposed are the following. Type of personal infor-

mation/data; the collecting company/organization; information use,
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such as personalization or third-party use; compensation/rewards

offered; and the degree of (perceived) control. In the following, we

elaborate the state of research for the just mentioned categories and

we derive our research hypotheses.

2.2.1 | Type of personal information

One example of contextual factors refers to different types of per-

sonal information that a person may share with a company (Lim

et al., 2018; Milne et al., 2017; Phelps et al., 2000). Different types of

requested information evoke different degrees of privacy concerns

(Marwick & Hargittai, 2019; Phelps et al., 2000). For instance, con-

sumers may perceive disclosing financial information as a larger threat

to privacy than sharing purchase histories or demographic informa-

tion, such as gender and age. In particular, concerns regarding health-

related data, medical information, or geolocation data, have gained

more and more attention from researchers in the last years (Bearth &

Siegrist, 2020; Yun et al., 2019). Moreover, Roeber et al. (2015) found

that people perceive financial data and health record data as particu-

larly sensitive private information. Further types of personal informa-

tion are media usage, shopping behavior, location data, personal

interests, and interactions on social network sites, for instance

(Roeber et al., 2015; Treiblmaier & Pollach, 2007). Hence, in accor-

dance with the current state of research in this area, we state the fol-

lowing first hypothesis:

Hypothesis 1. Consumers' willingness to share per-

sonal data with a company depends on the type of

requested data.

2.2.2 | Data collector (industry sector) and intended
use of data

From a consumer's perspective, information on who collects a particu-

lar type of data and what purpose these data are used for may also be

relevant with respect to privacy concerns. To date, several studies

have investigated people's privacy attitudes and behavior in the con-

text of a specific industry branch, such as finance (Bansal et al., 2016),

healthcare (Anderson & Agarwal, 2011), or retail and e-commerce

(Jai & King, 2016). However, it is yet unclear to which extent compa-

nies from different industry sectors evoke different degrees of privacy

concerns in consumers. For instance, are consumers differentially will-

ing to share personal data with a bank in comparison to a retailer?

To date, companies can use consumer data in numerous ways.

For instance, consumer data can be used for the purpose of personal-

izing communication or segmenting and profiling consumers for cus-

tomized offers (Treiblmaier & Pollach, 2007). However, in the age of

digitization, the ways companies can utilize consumer data go beyond

classical marketing tasks and extend to possibilities such as selling the

data to third parties, using data to predict future behavior or improve

customer insights in general. In this regard, Roeber et al. (2015) point

out that contextual factors, such as the sector an organization collect-

ing data is operating in, and how the data is going to be used, have

rarely been investigated so far. Addressing this research gap, we state

our second and third hypotheses as follows.

Hypothesis 2. People's willingness to share their per-

sonal data with a company depends on the industry sec-

tor that company belongs to.

Hypothesis 3. People's willingness to share their per-

sonal data with a company depends on the purpose for

which the data is used.

2.2.3 | Type of compensation/reward

There is initial evidence that consumers are willing to disclose per-

sonal information if they receive a reward in return (Gabisch &

Milne, 2014; Jai & King, 2016; Li et al., 2010). However, research dif-

ferentiates between monetary and nonmonetary incentives. In studies

about monetary incentives, where consumers receive a financial

reward for their personal data (Roeber et al., 2015), it has already

been shown that consumers' willingness to accept monetary incen-

tives in return for their data is dependent on the particular context

(Acquisti et al., 2013). In contrast, evidence on the effect of non-

monetary incentives on consumer's WTS data is less conclusive to

date. However, Gabisch and Milne (2014) found that nonmonetary

incentives were not perceived by consumers as a “payment” and

therefore had no positive effect on consumers' WTS. To address the

question to what extent different types of incentives differentially

affect consumers' WTS personal data with companies, we state our

fourth hypothesis as follows.

Hypothesis 4. People's willingness to share personal

data with a company depends on the type of reward

provided in return.

2.2.4 | Control and data anonymity

Phelps et al. (2000) assume that people's privacy concerns and their

WTS personal data are affected by the control people perceive to

have over their personal data, such that a higher level of perceived

control over the use of personal information is supposed to attenuate

privacy concerns. Consequently, the higher the perceived control, the

more likely consumers are to share their personal information, even in

the case of very sensitive data (Brandimarte et al., 2013). Companies

and organizations can implement several practices to increase con-

sumers' perceived degree of control over their data to encourage dis-

closure behavior. For example, Roeber et al. (2015) found that the

right to delete personal data on request increased people's WTS.

Another way of providing consumers with the opportunity to keep

control over their data and retain privacy is to collect and use
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anonymized data (Hoffmann, Novak, & Peralta, 1999). Hence, we

state our fifth hypothesis as follows.

Hypothesis 5. People's WTS personal data with a com-

pany depends on the degree to which that data is anon-

ymous, meaning that the shared data does not allow for

personal identification.

2.2.5 | Interaction effects

While previous studies often investigated specific contextual determi-

nants (e.g., reward, type of data) in the context of a particular industry

sector (e.g., social media networks; health data; e-commerce), the pre-

sent study aims to develop and test a model that can account for peo-

ple's WTS across a variety of different contexts. This broader and

more holistic view extends previous research and allows for making

comparisons between different contextual factors and hence contrib-

ute to a better understanding of the interplay between them. For

example, are people more willing to share a particular type of data

that will be used for a particular purpose when the company

requesting that data stems from industry sector “A” rather than “B”
(e.g., retailer vs. bank)? Moreover, to what extent does the type of

compensation provided for sharing personal data matter on top and

would the opportunity to stay anonymous moderate the

corresponding effects? To address these questions, we explicitly

investigate the statistical interactions between all of the contextual

factors under consideration. However, as this part of our analysis is

exploratory, we do not state specific research hypotheses.

The rest of the paper is structured as follows. In the next section,

we describe the method we used to recruit participants and collect

data, and further explain our experimental design. Subsequently, we

present the results, discuss these with respect to practical and theo-

retical implications, and close with concluding remarks.

3 | METHOD

To address our research question, we conducted a large-scale online

experiment. The online experiment consisted of several scenarios,

each describing a case in which a particular company requests a par-

ticular type of data from its customers. For each scenario a partici-

pant was confronted with, the participant simply had to indicate

whether he or she would be willing to share the corresponding type

of data with the corresponding company by making a yes-or-no

decision.

The scenarios were constructed on the basis of five scenario

variables: (1) industry sector, (2) type of requested data, (3) intended

use of data, (4) type of compensation for shared data, and

(5) granting of anonymity. Each scenario variable comprised 2–10

attributes as outlined in Table 1. As for the scenario variables (2), (3),

and (4), the corresponding attributes were selected based on qualita-

tive research on most commonly requested types of data, typical

classes of data usage and prominent forms of compensation

observed in the Swiss industry. The scenario variable “granting of

anonymity” was included due to the body of evidence indicating that

anonymity is a relevant criterion for the decision to share data in

general. Further, the four industry sectors were selected due to their

relevant market shares.

Each scenario that was presented to the participants comprised a

particular combination of the five scenario variables' attributes. In

total, the experiment involved 1600 scenarios as resulting from all

possible attribute combinations (4 � 10 � 4 � 5 � 2). To give an

example, the scenario consisting of each of the five scenario variables'

corresponding first attributes -as indicated in Table 1—confronts

TABLE 1 Scenario variables and corresponding attributes as
independent variables capturing situational characteristics;
IVs = independent variables; levels denoted by “a” are used as
reference levels in all regression models

Scenario variables/IVs Attributes/levels

1. Industry sector a. Telecommunication

b. Health insurance

c. Retail

d. Banking sector

2. Type of requested

data

a. Data on online behavior (e.g., search

history)

b. Geolocation data (e.g., GPS)

c. Data on social communication (e.g.,

conversation in a chat-room)

d. Data on fitness (e.g., number of steps)

e. Medical data (e.g., heart-rate)

f. Data on payment behavior (e.g.,

payment modality)

g. Data on receipts and expenditures (e.g.,

bank statement)

h. Data on purchase behavior (e.g.,

products, basket)

i. Data on online media consumption (e.g.,

online videos, online music)

j. Data on social media activity (e.g.,

comments, likes)

3. Intended use of data a. Improvement of offerings

b. Improvement of customer insights

c. Prediction of future purchase behavior

d. Passing data to third parties

4. Type of

compensation for

shared data

a. No compensation

b. Virtual reward points (e.g., in the

context of a loyalty program)

c. Direct financial compensation

d. Discounts

e. Donation to charity

5. Granting of

anonymity

a. Anonymity not granted

b. Anonymity granted
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subjects with the following situation: “Your telecommunication provider

would like to use data on your online behavior in order to improve its

offerings. If you are willing to share this type of data with your telecom-

munication provider, you will receive virtual reward points that you can

later exchange for benefits. The data does not allow for personal identi-

fication, i.e., you will remain anonymous”. After reading a particular sce-

nario's description, a subject had to give a yes-or-no answer to the

following question: “Would you be willing to share the requested data

with that company under the given specifications?” The answers to this

question constitute the dependent variable, namely the subjects' “will-

ingness to share data” (WTS), while the scenario variables constitute

the independent variables capturing situational characteristics.

Subjects were recruited via a large Swiss household pool, con-

taining sociodemographic features or related proxy variables

(e.g., gender, age, education, political affiliation) of a large proportion

of Swiss consumers, and invited to participate in the online experi-

ment by email. The email invitation containing the link to the online

survey informed the participants that the experiment was part of a

research project on “Digital Media and Consumer Behaviour” and that

two vouchers worth 250 Swiss francs for an online shop of their

choice would be drawn among all participants. Concretely, the invita-

tion was sent in two waves between December 2016 and February

2017 to more than 300,000 randomly selected adults (18 years or

older) in the German and French speaking part of Switzerland. Out of

this pool, a total of N = 20,508 participants completed the online

experiment, which was programmed with the survey tool Unipark

(www.unipark.com), and hence constitute our sample. To collect sub-

jects' WTS across all 1600 scenarios, we employed an incomplete

block design as experimental setup with 160 sets, such that each par-

ticipant was presented with only 10 scenarios. Further, to minimize

participants' cognitive load, we kept the independent variable

“intended use of data” constant per participant. The incomplete block

design assured that—given these specifications—the independent vari-

ables' levels were varied across subjects in a way that allows for evalu-

ating main effects and interaction terms.

Since the dependent variable (WTS) is binary, the data were ana-

lyzed using a generalized linear logistic mixed effects model. Scenario

variables and demographic information on the participants (age and

gender) were included as fixed effects. Since all participants are pres-

ented with 10 scenarios, the responses for each participant are not

independent. Hence, a random intercept per subject was included to

account for unobserved factors that affect a person's general WTS.

The model parameters were estimated using the restricted maximum

likelihood approach as implemented in glmer() function of the lme4

package for R (Bates et al., 2015).

4 | RESULTS

4.1 | Sample description and descriptive statistics

The gender distribution in the sample showed a proportion of 47.7%

(9789) males and 50.7% (10,406) females, while 1.5% (313) of

subjects did not indicate their gender or showed a missing value. Par-

ticipants were at least 18 years old and the median age category

spanned between 45 and 49 years. Though the randomly invited par-

ticipants self-selected into the experiment, the sample was approxi-

mately representative of the Swiss population regarding gender

(females: 50.7% [sample] vs. 51.6% [population]; males: 47.7%

[sample] vs. 48.4% [population]). With respect to age, the sample dis-

tribution partially deviates from the population distribution, such that

people between 40 and 64 years are overrepresented (55.1% [sample]

vs. 43.8% [population]) and people over 65 years are underrepre-

sented (14.5% [sample] vs. 26.8% [population]). The proportion of

people between 18 and 39 in the sample approximately matches the

population proportion (30.3% [sample] vs. 29.4% [population]).1

As for the main variable of interest, considering all 205,080 data

points, participants indicated to be willing to share their data in

38,706 out of 166,374 cases, that is, 18.87% of the time.

4.2 | Generalized linear (logistic) mixed effects
model

To test our research hypotheses and to explore potential interactions,

a generalized linear (logistic) mixed effects model was applied to pre-

dict the subjects' decisions to share their private data. The scenario

and demographic variables were considered as fixed effects (without

interactions) and a random intercept per subject was included as ran-

dom effect (see Appendix S1). To explore interactions between the

scenario variables, two-way interactions between all scenario vari-

ables were added to the model. For all factor variables, a dummy cod-

ing scheme was used, with the first level—corresponding to the levels

denoted by “a” in Table 1—as the reference level. Hence, all coeffi-

cients are log odds ratios from the respective levels to the

corresponding reference level. Note that the coding scheme does not

affect the significance tests for the whole factor, and that all other

(log) odds ratios between arbitrary pairs of levels can be calculated

from the coefficients.

A version of the model without the random term was also fitted

for comparison. However, as expected, the random effect is highly

significant as can be seen in Table 2, which shows an ANOVA table

indicating a comparison between two models without interaction

terms, with one model taking into account the random effects for sub-

jects (2) and the other model (1) not taking into account random

effects. The table also shows a comparison of the model with random

effects and all second-order interaction terms between scenario vari-

ables (3) to the model without interaction terms (2).

To evaluate the statistical significance of fixed effects

(i.e., hypothesis tests) and of the interaction effects, a likelihood-ratio

test was used. To assess the variables' quantitative impacts, we con-

sider the odds ratios as is natural in logistic regression. All variables

are factor variables and we computed the maximum (estimated) odds

1The population percentages refer to that part of the Swiss population not including children

and adolescents under 18 years at the time when the experiment was conducted.
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ratio between factor levels as a simple measure of effect size. That is,

for each factor, we compute the ratio of (a) the odds of a positive

WTS-decision for the factor level showing the highest odds to (b) the

odds of a positive WTS-decision for the factor level showing the low-

est odds. For factors with only two levels, this reduces to the normal

odds ratio, with the level showing the higher odds for a positive WTS-

decision constituting the numerator. Additional visualizations were

used to interpret significant fixed and interaction effects.

4.3 | Results of hypothesis tests: Effects of
scenario variables on WTS

Table 3 shows the results of the likelihood-ratio test evaluating the

statistical significance of fixed effects. These calculations are based on

the model with just main effects and a random effect for the subject,

corresponding to Model 2 in Table 2. Detailed regression output

including all coefficients is given in Table S1 in Appendix S1. All sce-

nario variables are significant and therefore in support of Hypothe-

ses 1–5. In addition, the demographic variables also had a significant

effect on the subjects' WTS. The corresponding maximum odds ratios

are indicated as “OR_max” in Table 3.

As for the demographic variables, the model indicates that both gen-

der and age significantly affect WTS-decisions. However, the

corresponding maximum odds ratios indicate that the gender effect is

rather small while the effect of age is quite pronounced. Concretely, the

odds of a positive WTS-decision are estimated to be only 1.15 times

higher for males as compared to females, while the odds of a positive

WTS-decision are estimated to be 4.62 times higher for people in the

lowest age category as compared to people in the highest age category.

Concerning the scenario variables, the value for data type stands

out in particular, showing a maximum odds ratio of 9.51 between the

factor level yielding the highest odds (i.e., sharing data on payment

behavior) and the factor yielding the lowest odds (i.e., sharing data on

social communication). In other words, the odds of a positive WTS-

decision are estimated to be 9.51 times higher when a company

requests data on payment behavior as compared to data on social

communication. Thus, among the five scenario variables we have

tested, the type of data a company asks for appears to have the larg-

est effect on consumers' WTS in general. However, the other four

scenario variables all appear to have a significant and relatively pro-

nounced effect as well. For instance, the odds of a positive WTS-

decision are estimated to be 2.45 times higher when the data asked

for is anonymous as compared to when it allows for personal identifi-

cation. Furthermore, as indicated by maximum odds ratios of 1.83,

1.86, and 1.91, consumers' WTS data also depend significantly on the

type of compensation offered for the data, what purpose the data are

intended to be used for, and what industry sector a corresponding

company belongs to, respectively. Figure 1 summarizes these findings

by visualizing the predicted relative univariate impact of the scenario

variables' factor levels on the probability of a positive WTS-decision

in comparison to the baseline (i.e., overall) probability of a positive

WTS-decision as indicated by the horizontal line.To summarize, we

can reject all five associated null hypotheses, and state that our data

support the following five alternative hypotheses. Consumers' WTS

personal data with a company depends on:

1. The type of data the company is requesting.

2. The industry sector that the company belongs to.

3. The purpose for which the company will use the data.

TABLE 2 ANOVA table indicating a comparison of a model taking into account random effects but no interactions (2) to a model that does
not take into account random effects and interactions (1) and a comparison between a model with random effect and interactions (3) and model
(2) (Ndecisions = 205,080)

Model npar AIC BIC LRT df Pr(Chi)

1. Model without random effects and without interaction

terms

35 179,347 179,704

2. Model without interaction terms 36 157,473 157,841 21875.7 1 <.001

3. Model with interaction terms 178 153,549 155,368 4207.8 142 <.001

Abbreviations: AIC, Akaike information criterion; BIC, Bayesian information criterion; df, degrees of freedom; LRT, likelihood ratio test; npar, number of

parameters; Pr(Chi), p-value.

TABLE 3 Likelihood-ratio-test
indicating the statistical significance of
fixed effects without interaction terms
(Ndecisions = 205,080, LRT = likelihood
ratio test, Pr(Chi) = p-value,
OR_max = maximum odds ratio)

Types of variables Factors # of levels LRT Pr(Chi) OR_max

Scenario variables Intended use of data 4 368.11 <.001 1.86

Industry sector 4 1378.62 <.001 1.91

Type of data 10 9376.43 <.001 9.51

Type of compensation 5 1017.97 <.001 1.83

Anonymity 2 4652.68 <.001 2.45

Demographic variables Gender 2 29.20 <.001 1.15

Age categories 14 1005.78 <.001 4.62
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4. The type of reward provided in return for sharing the data.

5. The degree to which the shared data does allow for personal

identification.

4.4 | Results of the interaction effects

Clearly, interactions between scenario variables may matter substan-

tially. For instance, it may make quite a difference whether the com-

pany requesting medical data is a health insurer or a bank.

Table 4 shows an overview of the results from the generalized lin-

ear mixed effects model analysis incorporating two-way interactions

between all scenario variables, corresponding to Model 3 in Table 2.

This model offers a significant improvement over the main-effects-

only model, and hence is retained as the best model. The full table

with parameter estimates per factor level is shown in Appendix S2.

While all but two interaction terms are statistically significant, most

effects are only small in size and do not show changes in the rank

order of the corresponding odds for sharing.

The interaction between industry sector and data type is, how-

ever, quite pronounced, and the rank order of the odds for sharing rel-

ative to data type is different for each industry sector. As visualized in

Figure 2, the data participants are most likely to share with a bank are

data on payment behavior, while data on purchase behavior are most

likely shared with a retailer, fitness data are most likely shared with a
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TABLE 4 Interaction effects between scenario variables as evaluated by a generalized linear mixed effects model (Ndecisions = 205,080,
df = degrees of freedom, LRT = likelihood ratio test, Pr(Chi) = p-value, OR_max = maximum odds ratio)

Interaction terms df LRT Pr(Chi) OR_max

Intended use � Industry sector 9 33.20 <.001 1.26

Intended use � Data type 27 218.73 <.001 2.22

Intended use � Compensation 12 27.28 <.01 1.36

Intended use � Anonymity 3 88.16 <.001 1.43

Industry sector � Data type 27 3597.22 <.001 11.66

Industry sector � Compensation 12 13.75 .32 1.20

Industry sector � Anonymity 3 13.14 <.01 1.16

Data type � Compensation 36 99.71 <.001 2.12

Data type � Anonymity 9 12.13 .21 1.15

Compensation � Anonymity 4 31.75 <.001 1.27
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health insurer and data on online media consumption are most likely

shared with a telecommunication provider. As will be discussed later

on, it seems that consumers' WTS data with a company is affected by

the degree to which there is a match between the type of data

requested and the corresponding company's core business.

Two other interaction effects appear noteworthy as they show a

maximum odds ratio of more than 2, namely (i) the interaction

between data type and intended use of data and (ii) the interaction

between data type and type of compensation. However, as can be

seen in Figures 3 and 4, these interaction effects are predicated on

differences in the relative impact that particular factor levels have on

the proportion of positive WTS-decisions, while the corresponding

rank orders do hardly change. For instance, consumers are most likely

to share data with a company when these data are used for improving

offerings and are least likely to share data when these data can be

passed on to third parties, irrespective of what type of data is

requested. However, on the one extreme, the predicted probability of

sharing data on payment behavior differs by more than 15 percentage

points depending on whether these data will be used for the improve-

ment of offerings or will be passed to third parties. On the other

extreme, the predicted probability of sharing data on social communi-

cation varies by less than 5 percentage points depending on what

these data will be used for. Analogously, while the type of compensa-

tion appears to have a considerable effect on consumers' decisions to

share data on their payment behavior, the type of compensation

appears to have a negligible effect on consumers' decisions to share

data on their social communication. On the aggregate, it appears that

the more sensitive a particular type of data is perceived to be, the less

impact do other factors have on corresponding WTS-decisions.

5 | DISCUSSION

5.1 | Conclusions

Our data clearly indicate that peoples' WTS personal data with com-

panies depends on contextual characteristics. That is, while partici-

pants indicated to be willing to share their data in about 19% of all

the cases investigated in this study, the proportions of positive WTS-

decisions vary widely across the different corresponding scenarios.

For instance, the odds of sharing data on payment behavior are almost

10 times higher than the odds of sharing data on social

communication.

Furthermore, situational characteristics do not only affect WTS-

decisions in isolation, but moreover do so in combination. That is, our

data indicate several interaction effects between situational charac-

teristics on WTS-decisions. As exemplified above, the most pro-

nounced moderation of this kind concerns the interaction between

the industry sector a company belongs to and the type of data asked

for by the corresponding company. The pattern of results in this

respect can most succinctly be summarized by stating that a better

intuitive match between the core business a company is engaged in—

as indicated by the industry sector it belongs to—and the type of data

asked for, results in higher proportions of people willing to share the
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corresponding data with the corresponding company. For instance,

data related to health, such as fitness or medical data, are more likely

shared with a health insurer than a retailer, bank, or telecom provider.

Analogously, data on purchase behavior are relatively more likely

shared with a retailer, data on receipts and expenditures are relatively

more likely shared with a bank, and data on online media consumption

are relatively more likely shared with a telecom provider as compared

to companies belonging to the respective other industry sectors.

A second pattern that the analysis of interaction effects revealed

is that the more sensitive a particular type of data is perceived to be,

the less impact do other factors have on corresponding

WTS-decisions. In other words, consumers will be very unlikely to

share private data that they perceive as very sensitive, irrespective of

what type of compensation they are offered in return or the degree

of anonymity that is granted to them. However, regarding data that is

not perceived as very sensitive, other factors, such as what compen-

sation is offered and whether the data allow for personal identifica-

tion, for instance, will likely have a considerable impact on individual

decisions to share these data.

5.2 | Practical implications

Our data indicate that decision-makers in organizations need to take

several implications into account if they want to motivate customers

and consumers to share their data with them.

First, our results show that people are more likely to share their

data with a company when there is an intuitive match between the

type of data the company is requesting and the core business that

company is engaged in. This suggests that people are more likely will-

ing to share a particular type of data when they feel that they under-

stand why a particular company is requesting that data and

correspondingly what the data will be used for. Hence, companies

may be well advised to make transparent and explain to their cus-

tomers why they are requesting a particular type of data to increase

their customers' understanding und consequently increase their WTS

regarding these data—especially when there is no intuitive or obvious

connection between the requested data type and the company's gen-

eral business model.

Second, the pattern of results suggests that the more sensitive a

particular type of data is perceived to be, the less impact do other fac-

tors have on corresponding WTS-decisions, and vice versa. This indi-

cates that incentives, monetary, or nonmonetary, will likely not be

very effective at motivating customers to share data that they per-

ceive as particularly sensitive. Therefore, especially in such cases,

transparency and explication may be the most promising pathways for

eliciting WTS. Conversely, incentives are likely effective means for

increasing customer's WTS when the data at hand is not perceived as

particularly sensitive—even when an intuitive match between data

type and core business may be lacking.

Third, our results show that the most effective single factor for

evoking WTS is to grant anonymity. Clearly, data that allow personal

identification of customers and consumers are likely the most valuable

for companies in most cases. Nonetheless, it may be advisable for

decision-makers to weigh the benefits of collecting a lot of anony-

mous data against the benefits of collecting much less data that would

allow personal identification.

5.3 | Research implications

Our study design was set up in a way to bolster the external validity

of the findings and to allow for clear insights about the causal rela-

tionship between contextual factors and WTS to derive practical

implications. While existing studies were often based on the survey

methodology with cross-sectional designs and homogeneous samples

(Kayhan & Davis, 2016; Taylor et al., 2015), we applied an experimen-

tal approach with a very large sample. Thus, the study complements a

few other studies that applied experimental approaches or conjoint

analysis methods to quantify the impact of different factors on

privacy-relevant decisions (Acquisti et al., 2013; Roeber et al., 2015).

However, while these studies mainly focused on assessing the “value”
or “price” of privacy, our study focused on the impact and interplay of

contextual factors.

Moreover, our research contributes to research on the “irrational”
side of consumers' decisions to share personal information

(Acquisti, 2009). The privacy calculus described earlier assumes that

consumers weigh potential risks against benefits when deciding to

share their personal data. This assumption implies that consumers

make a conscious, deliberate decision. However, it seems plausible

that consumers, facing high complexity, often do not have sufficient

time and mental resources to collect all relevant information and make

trade-offs between their need for privacy and other goals (Kim

et al., 2015). For instance, research has shown that consumers exhibit

inconsistencies in their privacy-related decisions, such that they are

more willing to share data in practice than they indicated to be when

asked theoretically—a phenomenon termed “privacy paradox” (Gerber
et al., 2018; Norberg et al., 2007). Focusing on the role of contextual

factors can reveal heuristic strategies that consumers apply when

deciding whether to share personal information. For instance, it has

been shown that perceptions and decisions are strongly affected by

the context or the situation when people are in a heuristic mode of

decision-making (John et al., 2009). Even though our methodology

only allowed us to elicit stated rather than revealed preferences, the

stimuli we confronted participants with in the experiment correspond

closely with situations they could indeed face in the wild, we argue.

Also, we varied contextual factors across experimental conditions

rather than asking participants to rate or evaluate particular factors in

isolation, for instance. These methodological features are in favor of

our findings' external validity.

However, we would also like to address an important limitation of

our research in this respect. Considering well-known phenomena indi-

cating that stated preferences do only match revealed preferences to

a limited extent, such as the intention-behavior gap (see

e.g., Sheeran, 2001) and the privacy paradox (see, e.g., Norberg

et al., 2007), our data likely underestimate people's WTS in the real

10 ACKERMANN ET AL.



world. Also, our study was not designed to provide reliable estimates

of absolute WTS rates in the population in the first place. However,

we argue that the ordinal structure of the patterns we observe in our

data likely do have sufficient external validity, such that the relative

impact of the situational characteristics, as well as the interactions

between them, are expected to hold in the field, too. For example, we

would argue that people are relatively more likely to share medical

data with a health insurer than a bank also in real world settings, even

though the corresponding absolute proportions of positive WTS deci-

sions in the field may deviate from the proportions our data indicate.
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