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Expansive Networks: Exploiting Spectrum Sharing
for Capacity Boost and 6G Vision

Gürkan Gür

Abstract: Adaptive capacity with cost-efficient resource provision-
ing is a crucial capability for future 6G networks. In this work, we
conceptualize “expansive networks” which refers to a networking
paradigm where networks should be able to extend their resource
base by opportunistic but self-controlled expansive actions. To this
end, we elaborate on a key aspect of an expansive network as a
concrete example: Spectrum resource at the PHY layer. Evidently,
future wireless networks need to provide efficient mechanisms to
coexist in the licensed and unlicensed bands and operate in expan-
sive mode. In this work, we first describe spectrum sharing issues
and possibilities in 6G networks for expansive networks. We then
present security implications of expansive networks, an important
concern due to more open and coupled systems in expansive net-
works. We also discuss two key enablers, namely distributed ledger
technology (DLT) and network intelligence via machine learning,
which are promising to realize expansive networks for the spec-
trum sharing aspect.

Index Terms: 6G/Beyond 5G networks, DLT, expansive networks,
spectrum sharing, network intelligence

I. INTRODUCTION

FULFILLING the requirements of formidable and diverse
6G use cases necessitates not only a high resource effi-

ciency but also higher flexibility and scalability in future wire-
less networks. To put it plainly, resource expansion is crucial.
The networks are supposed to reach beyond their statistically
assigned resources and exploit available resources based on spa-
tial and temporal requirements. This can be facilitated via pre-
agreed sharing schemes (infrastructure/resource sharing) or op-
portunistically realized (e.g., cognitive radios). For radio ac-
cess side, spectrum is the key determinant. The mobile network
operators typically need exclusive access to some spectrum for
signaling and emergency use. However, that would probably
be a 20–40 MHz, and a large portion of the spectrum they cur-
rently monopolize can be turned back. In addition to that em-
pirical inefficiency, 6G will take the resource challenges to a
next level with new services and applications such as 3D holo-
graphic imaging and presence, 5D communications (sight, hear-
ing, touch, smell and taste), smart clothing and wearables, and
fully autonomous vehicles [1]. Furthermore, the connectivity
will reach to an extreme level [2] as envisaged by ITU-R with
2030 prediction of almost 120 billion subscriptions including
M2M subscriptions and exponentially increasing traffic [3].
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Disruptive events like COVID-19 pandemic have also clearly
shown the need for capacity flexibility and adaptive resource
provisioning. Connectivity has become even more critical for
many daily tasks and economic activities such as education,
remote working and telemedicine. The traffic surge due to
COVID-19 pandemic is accordingly observed [4]. According to
April 2020 figures in Europe by Nokia, immediately after pan-
demic lock-down, we have seen weekday peak traffic increases
over 45%, occasionally even hitting over 50%, and weekend
evening peak traffic increases over 20%–40% over their pre-
lockdown levels [5]. Additionally, there is continuing growth in
subscriber upstream traffic – above 30% on average. Therefore,
in addition to plain traffic amount, the spatio temporal charac-
teristics of the network traffic have abruptly changed. Although
telecommunication networks and networked services are crucial
for daily activities and economic continuity, it is impractical to
provision such capacity beforehand (i.e., considering the worst-
case scenario). The resource silos created by static regulation
and lack of cooperation should be overcome.

The opportunistic resource expansion in a communication
network is a promising paradigm to address “stringent and er-
ratic” demand characteristics in an efficient way. It can be re-
alized in various dimensions (e.g., time-domain or frequency
domain [6]) and at various entities in the network (e.g., end de-
vices or the core network) [7]. Fig. 1 depicts the 6G landscape
which calls for resource expansion for meeting the envisaged
use cases, requirements, and service levels. 6G will lead to a
wide range of new applications such as holographic telepres-
ence, extended reality (XR), Internet of everything (IoE), In-
dustry 5.0, and collaborative robotics, which will drastically re-
shape the human society of 2030s and beyond. To realize the 6G
vision, the radio itself needs to be agile and adaptive beyond 5G
NR definition since 6G radio needs to be extremely capable to
utilize different channel bandwidths over a very wide spectrum,
support cell-free communications, realize ultra massive MIMO,
and work on non-continuous spectrum [8]. The required flexibil-
ity can also be introduced in core and transport networks with
deeper integration of network softwarization and network slic-
ing. Moreover, the stringent operational settings ranging from
ultra-reliable and low-latency scenarios to massive connectivity
requires a much more flexible radio that will support spectrum
sharing [9]. In that regard, capacity expansion via adaptive tech-
niques including spectrum sharing is a fundamental solution for
serving the envisaged applications in 6G ecosystem [10].

In this work, we first describe our “expansive network” con-
cept which builds on the idea of flexibility and capacity expan-
sion with resource capture and sharing. Then we elaborate on a
key technique, still to be exploited to the full potential, on the
radio access side: The spectrum sharing vision in 6G networks
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Fig. 1. Emerging challenges, technologies, requirements in 6G and capacity
expansion.

from a co-existence perspective. To this end, we first describe
spectrum sharing issues and possibilities in 6G networks. Then
present security implications of expansive networks, a major as-
pect due to increased attack surfaces for more open and cou-
pled systems in that setting. We also discuss two key techniques,
namely distributed ledger technology (DLT) and network intelli-
gence via machine learning, which are promising for expansive
networks to alleviate the increased uncertainty and complexity
in coexistence of diverse networks in 6G.

A. 6G Requirements and Enabling Technologies

Future 6G applications will pose stringent requirements and
require extended network capabilities compared to currently de-
veloped 5G networks. These requirements are summarized in
Fig. 2. They are established to enable the wide range of key 6G
use cases and thus can be categorized accordingly. For further
enhanced mobile broadband (FeMBB), the mobile connection
speed has to reach the peak data rate at Tbps level [11]. With
ultra massive machine type communication (umMTC), the con-
nection density will further increase in 6G due to the novel con-
cept of IoE as the next phase of IoT. These devices will have to
communicate with each other and the infrastructure, and provide
collaborative services in an autonomous and self-driven man-
ner [12]. For new latency extremely-sensitive 6G applications
in the enhanced ultra-reliable, low-latency communication (ER-
LLC/eURLLC) use case, the E2E latency in 6G should be re-

>1 Tbps Peak data rate

1Gb/m2 Area traffic capacity

0.01-0.1 ms Latency

100x Network energy efficiency

5x Spectrum efficiency

>1000 kmph Mobility

Fig. 2. 6G requirements for envisaged applications.

duced down to µs level [9].
Regarding the extreme operational requirements, extremely

low-power communications (ELPC) concept in 6G will require
the network energy efficiency to be improved by 10x than 5G
and 100x than 4G. It will enable extremely low power commu-
nications for resource constrained devices such as IoT or energy
harvesting devices [9]. For extreme spatial requirements, long
distance high-mobility communications (LDHMC) will closely
integrate the space and aerial technologies such as satellites
in 6G to provide communications for under-served coordinates
such as space and deep sea. Moreover, intelligent and proactive
mobility management systems will support seamless and instant
mobility beyond 1000 kmph speeds [11].

The capacity boost by 6G is materialized in the high spec-
trum efficiency requirement. The spectrum efficiency is to be
further improved in 6G nearly up to two times compared to 5G
networks [9]. Moreover, high area traffic capacity stems from
the exponential growth of IoT and ultra massive connectivity,
which will increase the area traffic capacity by 100 times than
5G networks, leading up to 1 Gpbs traffic per square meter in
6G networks.

B. 6G Enabler Technologies

Various enabler technologies are being developed to meet 6G
requirements and realize 6G applications as shown in Fig. 3.
At the network edge, novel technologies such edge AI running
AI algorithms locally at the edge [13] or smart surfaces with
embedded intelligence working with IoT and big data analy-
sis as dynamic, reconfigurable and digitally controllable sur-
faces will offer intelligent services [14] in 6G. To this end, om-
nipresent integration of smart and intelligent devices and hyper-
connected digital surroundings will lead to a fundamental shift
from a gadget-centric to a user-centric or gadget-free communi-
cation mode, providing all the information, tools, and services
users need in their everyday life [15]. These technologies will
be accompanied with the trends of expansion of IoT, massive
availability of small data and the convergence of communica-
tion, sensing, control, localization and computing [8]. More-
over, emerging radio technologies such as cell-free communi-
cations and reconfigurable intelligent surfaces will provide the
required capacity improvements in the 6G wireless connectiv-
ity. The spectrum leap to the higher frequencies towards THz
communications and new transmission techniques such as visi-
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Fig. 3. Various technologies envisaged as enablers for 6G.

ble light communications (VLC) will incorporate new PHY re-
sources [16]. The 6G network will manage swarms of edge de-
vices, unmanned aerial vehicles (UAVs) or robots efficiently for
collaborative tasks and services [17].

Across a 6G network, zero touch network and service man-
agement (ZSM) will enable full end-to-end automation of man-
agement functions to deliver services in agile, rapid and scal-
able manner [18]. DLT/blockchains will play a major role in
enabling many 6G services as a decentralized secure immutable
database managed by multiple users [19]. With the develop-
ment of quantum computing research, 6G may support quantum
communication technology. In quantum communication, quan-
tum physics concepts pertaining to quantum information pro-
cessing and quantum teleportation are utilized. A key applica-
tion of quantum communication is the protection of information
channels against eavesdropping by means of quantum cryptog-
raphy [20].

II. EXPANSIVE NETWORKS: A HOLISTIC DEFINITION

A key driver for 5G evolution was to exploit the available in-
frastructure to the full, which translates to efficient use of de-
ployed network resources in a multi-vendor/multi-technology
environment for dynamically varying demand for network re-
sources [21]. However, there are still important challenges re-
garding multi-tenant and multi-operator networks and over-the-
top (OTT) players like on-demand video streaming. Moreover,
quasi-adaptive approaches such as frequency leasing at the spec-
trum layer are also proposed but not superior. Nevertheless, this
naive approach is not sufficient to meet the demands of 6G. The
idea of adaptive and flexible capacity expansion across spec-
trum, infrastructure, and services needs to be natively embed-
ded in communication networks. This leads to our concept Ex-
pansive Networks where self-driven but controlled expansionist
paradigm between coexisting networks is embedded into net-
work management. The enablers for expansive networks are

shown in Fig. 4. The multifaceted nature of expansive paradigm
should be considered as described below:

• Service layer expansion: Cloudification and service vir-
tualization provides scalability for service components in
computation, storage and in-data-center-bandwith dimen-
sions. 6G expansive networks should take this transforma-
tion that initiated with 5G networks and employ it as the de
facto mode of operation. However, regulations and legal
issues (especially due to security, privacy and liability is-
sues) with quasi-static system configurations are important
inhibitors in that aspect.

• Network infrastructure: Network virtualization and
backhaul scalability via shared common infrastructure are
essential pillars of capacity expansion [22]. Especially,
network slicing for different verticals and slice sharing to
meet demand surges are instrumental. For expansive net-
works, 6G networks can autonomously generate and opti-
mize user-centric slices using closed-loop and automated
control schemes [23]. To this end, network automation in-
cluding automated service decomposition and orchestra-
tion [18], [24] and self-driving networks provide a tool-
box for expansive networks [25]. While the former pri-
marily deals with efficiently automating the data plane and
the network slice management, self-driving networks con-
cept [26] seek complete automation of network manage-
ment, without any need of manual intervention [25] in the
ZSM spirit.

• Edge domain expansion: In the multi-access edge com-
puting (MEC) domain, shared MEC platforms and RAN
cloudification are enablers for expansive networks [27].
However, the openness of those systems for scalability and
expansion are still limited. At the very edge, computation
sharing/offloading in edge devices and D2D communica-
tions provide capacity expansion, albeit challenging due to
fragmented landscape [28]. This includes the wireless ac-
cess resources, including spectrum resources which is our
main focus in this work.

Although there are some elements already available in 4G and
5G domains, we believe the expansive networks concept has to
elaborated and adopted as one of the underlying principles in
future 6G networks. In this work, we investigate the spectrum
expansion topic for capacity boost in expansive networks and
discuss the implications of spectrum sharing for that goal.

III. COEXISTENCE AND SPECTRUM SHARING FOR
EXPANSIVE NETWORKS

Spectrum expansion builds on the resource co-utilization
among coexisting networks. Essentially, a coexistence scenario
consists of at least two wireless networks operating at the same
(or partially overlapping) spectrum band and are in close prox-
imity such that they may cause harmful interference on each
other due to dual unlicensed operation (e.g., a licensed cellular
network exploiting also unlicensed spectrum) or opportunistic
spectrum access between licensed networks. However, such sys-
tems inherently have diverse and fragmented characteristics re-
garding spectrum operation bands or PHY/MAC functions [29].
For instance, FCC’s largest spectrum auction for 5G mmWave
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bands of upper 37 GHz, 39 GHz, and 47 GHz was completed
in March 2020 [30], pushing operation bands to higher frequen-
cies. 6G networks will have an even wider spectrum of operation
and more diverse network technologies compared to 5G [31].
Current research has already positioned THz spectrum as a ma-
jor frequency domain for future wireless networks [32]. In a
general setting, the coexistence of heterogeneous networks are
challenging due to the following reasons [7]:

• Heterogeneity in operation principles and parameters:
Coexistence among networks is challenging especially
when these networks are heterogeneous, e.g., regarding un-
derlying technology or ownership by different operators.
For the former, heterogeneity may imply the lack of com-
mon spectrum etiquette: The spectrum access rules differ
across networks, leading to difficulties in fair sharing of the
resources. The existence of a co-channel network imple-
menting self-driven medium access then may lead to star-
vation and unfairness in spectrum sharing, if that system
does not implement an efficient coexistence scheme. There
could also be cases called cross-technology hidden nodes
where one access point from a specific technology is not
visible to another spectrum sharing network, e.g., WiFi ac-
cess point undetected by a cellular base station in its vicin-
ity. this situation leads to suboptimal decision making for
spectrum access.
Despite networks following similar operation principles,
different operation parameters might result in diverse per-
formance among these networks. There are issues related
to channel access such as different MAC behavior, listen-
before-talk schemes or conventional back-off approaches
driven by different approaches. Similarly, heterogeneity
might involve asymmetry in the coexisting networks, e.g.,
one network having a higher permitted transmission power

level than the other. Resulting power asymmetry puts the
low-power network in disadvantage and might result in
strong interference from the other network without proper
coexistence schemes.

• Heterogeneity in ownership: Although networks might
operate based on the same principles and with similar pro-
tocol parameters, coexistence becomes challenging due to
inter-operator competition or simply lack of interfaces for
implementing collaboration among networks [33]. Resi-
dential WiFi networks are a typical example which proves
the challenge of spectrum sharing even among homoge-
neous networks if such networks do not coordinate.

• Lack of cooperation: Cooperation among different net-
works are beneficial to utilize the spectrum in a more ef-
ficient regime since it minimizes collisions and destructive
competition for the spectral resources. Different spectrum
sharing radios should be willing to behave altruistically for
specific time intervals or locations to avoid common degra-
dation for all spectrum sharing parties.

• Inter-network communications for spectrum sharing:
Inherently, the networks are not designed to employ inter-
network and -technology communications for facilitating
spectrum sharing. However, efficient spectrum sharing is
attainable with awareness of the environment and partici-
pating networks, e.g., what kind of networks are around.
Apparently, this capability is not sufficient if the spectrum
sharing networks do not act upon them in a cooperative
manner. Thus, such data exchange in 6G networks can al-
leviate spectrum sharing challenges only the lack of coop-
eration described in the previous item is also tackled.
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A. Spectrum Sharing in Licensed Bands

In licensed spectrum, there are are primary users who own the
licenses to use those bands exclusively unlike secondary users
while the opportunistic spectrum access paradigm is called dy-
namic spectrum access (DSA) and the smart radios with that
capability are called cognitive radios (CRs) (Case-B in Fig. 5)
[34]. 6G provides new opportunities since 6G radios are inher-
ently designed with multi-band operation in mind. Moreover,
the expansion into new high-frequency bands which are not de-
ployed everywhere (THz bands) brings forth more possibilities
to dynamically access wide bands unused but allocated to other
operators. Moreover, ultra massive MIMO can enable coexis-
tence gaps in the space dimension. However, there are also phys-
ical layer issues of THz frequency bands affecting CR operation
such as propagation impairments and sensing intricacies [35]. It
is also challenging to have extremely wide-band operation with
intermittent frequency switching, resulting in more complex ra-
dio front-ends.

B. Spectrum Sharing in Unlicensed Bands

While spectrum sharing among unlicensed technologies in-
clude network technologies such as WiFi and Bluetooth, our
main focus is on the case between cellular and unlicensed net-
works (Case-A in Fig. 5) [36].

B.1 LTE-U and LAA

Although LTE networks have long been benefiting from WiFi
via data offloading, recent unlicensed LTE proposals [37] sug-
gest using the spectrum of WiFi at 5 GHz rather than the WiFi
infrastructure itself. This approach provides a higher spectral
efficiency compared to that of WiFi by implementing inter-band
carrier aggregation of LTE. There are two flavors of unlicensed
LTE, namely LTE-U Forum’s LTE-unlicensed (LTE-U) and
3GPP’s LAA [7]. The key difference between these LTE vari-
ants is that LAA implements a listen-before-talk (LBT) mecha-
nism to avoid colliding with the WiFi networks whereas LTE-U
implements duty-cycling toward this goal. Consequently, LAA
is worldwide conforming to the regulations whereas LTE-U de-
ployments are only possible in markets such as USA and China
where LBT is not mandatory for unlicensed specrum access. An
LAA eNodeB performs Clear Channel Assessment based on en-
ergy detection before accessing the channel. Hence, LAA is be-
lieved to be coexistence-friendly and would share the spectrum
fairly with WiFi networks.

B.2 NR-U

In 3GPP Release 16, 5G new radio (NR) based access to un-
licensed spectrum, NR-U, is being integrated into the release
with both non-standalone and standalone modes of operation
in the 5 GHz as well as the new greenfield 6 GHz unlicensed
bands [38]. By adhering to LBT requirement for channel access,
it will extend the 5G NR access technology to support opera-
tion in unlicensed bands [39]. The standardization work listed
in [40] covers two primary modes of operation for Licensed as-
sisted access NR-U (LAA NR-U) and standalone. Operation in
unlicensed spectrum is dependent on several key principles in-
cluding ultra-lean transmission and use of the flexible NR frame
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structure [41].
The first mode, LAA NR-U, is a translation of LTE-U/LAA

from 4G LTE to 5G NR for enhancing speed and capacity, fol-
lowing the main premise of spectrum expansion, i.e., aggregat-
ing unlicensed spectrum with licensed spectrum [40]. It will
support both NR and LTE in licensed spectrum combined with
NR-U in unlicensed spectrum. There are basically two deploy-
ment options: Using carrier aggregation in a small-cell support-
ing both licensed and unlicensed spectrum or dual-connectivity
of simultaneous macrocell and small cell service where the for-
mer connection uses licensed spectrum while the latter uses un-
licensed spectrum. The second mode denoted as stand-alone
NR-U enables stand-alone operation in unlicensed spectrum
without an anchor in licensed spectrum, similar to WiFi oper-
ation. The unlicensed spectrum via NR-U will serve various
use cases including vertical scenarios with closed local 5G net-
works (L5GO) (e.g., industrial IoT), wireless broadband access
for enterprises and open mobile broadband 5G services in public
venues such as concert halls and public gatherings. 5G NR-U in
Release 16 is expected to be extended to high-frequencies like
60 GHz in upcoming Release 17 or 18 and further in 6G net-
works [42].

IV. A TAXONOMY OF COEXISTENCE SCHEMES

Fig. 5 shows a taxonomy of coexistence schemes based on the
licensed and unlicensed spectrum utilization in different cases.
For coexisting unlicensed networks, there is the apparent spec-
trum sharing already in place by design, e.g., co-existing WiFi
networks (Case-C in Fig. 5). This mode is simple and ubiqui-
tously in operation. However, the expected service guarantees
for connectivity are challenging to meet. Alternatively, there is
the coexistence and then spectrum expansion among licensed
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spectrum natives, which refers to the well-known CR concept
(Case-B in Fig. 5). This is especially challenging due to legal
and regulatory aspects. Additionally, it may lead to complexity
and sensing issues in operation.

To enable these sharing scenarios, the main apparatus is the
coexistence gap: Coexistence gaps are resources left for the
other networks and they can be in several domains, namely time,
frequency, space, and code [7]. Commonly, frequency domain
gaps are implemented: Networks sense the spectrum and select
a clear channel which hosts no other network. Thus, colocated
networks are separated in operation frequency. LTE-U [37] im-
plements frequency-domain gaps as the first step of its coexis-
tence. But, since spectrum is overly-crowded in dense urban
areas, other coexistence gaps are needed. In time domain, co-
existence gaps correspond to the time periods when one net-
work leaves the medium for others and then exploited by other
systems, e.g., LTE-U duty-cycling in Case-A. Coexistence gaps
can be also put in the space domain by careful separation of
network footprints, e.g., using cell-shrinking via power control.
Moreover, in cell-free network paradigm in 6G, the trajectory,
content caching and user association factors will make coexis-
tence gaps much more dynamic in fluid cells [43]. Similarly,
a network can create almost blank spaces by beamforming to-
ward its receivers while applying interference nulling toward the
users of other networks [7]. Given that the massive MIMO is a
key component of 5G, space-domain gaps can be widely used.
Ultra-Massive MIMO platforms in 6G will provide more flexi-
bility as well as complexity in that regard [44]. Existing schemes
create coexistence gaps usually in one of these domains. How-
ever, multiple domains can also be exploited for maximizing the
spectral efficiency in 6G networks [7].

V. SECURITY IMPLICATIONS OF EXPANSIVE
NETWORKS

Although adaptive capacity and flexibility are promising en-
ablers for 6G networks, this paradigm also increases the attack
surface for future networks at different layers, e.g., services, net-
work resources and radio spectrum. In this section, we go be-
yond the spectrum aspect and discuss such security issues from
a wider perspective below:

• Autonomic sharing issues: Beyond 5G systems are ex-
pected to employ cognitive and smart management/control
frameworks. In that regard, ETSI Experiential Network
Intelligence (ENI) industry specification group (ISG) is
defining a cognitive network management architecture us-
ing closed-loop AI mechanisms [45]. ITU-T FG-ML5G
has recently defined a unified architecture for enabling
ML mechanisms in 5G and future networks [46]. How-
ever, ML or AI based control has some security and oper-
ational challenges like adversarial AI and explainability of
autonomous decisions as described in Section VI.B from
spectrum expansion perspective.

• Federated management for global optimizations: The
blurred boundary between different networks calls for
more coupled management and meta-optimizations, which
may pave the way for high-impact security attacks. The
relevant interfaces between tenants and operators enlarge

the attack surface for these networks in the control and
management domain. The more centralized management
schemes may also suffer from availability related threats
such as DDoS described below.

• Confidentiality and integrity challenges due to used infras-
tructure from other entities: The confidentiality require-
ment needs to be satisfied with security and trust mecha-
nisms in expansive networks. Enablers such as E2E en-
cryption, remote attestation for network functions, integrity
checks, and hardware security capabilities such as trusted
execution environments (TEEs) are promising. For the net-
work edge, efficient and scalable AAA mechanisms are
necessary to tackle security threats such as impersonation
attacks where a malicious entity can exploit resources or
attacks on resource-constrained IoT devices [47]. In that
regard, ‘proof of transit’ (PoT) is another requirement that
network operators should meet to fulfil regulatory obliga-
tions or policy compliance [48]. Indeed, in many vertical
sectors, like energy or healthcare, service providers require
that data collected from their network transit in a network
geolocated in a precise location (e.g., national e-health data
should only transit inside the owner country). This implies
that the verticals should be able to verify whether the traf-
fic traversed only through the authorized network nodes or
not.

• DoS attacks on shared resources: The capability for any
network to expand towards other networks’ spectral re-
sources inherently entails an attack vector for DoS attacks1.
Apparently, the threats on availability have become more
prevalent in recent years [49]. DoS can occur at different
layers starting from application layer with service specific
ones down to PHY layer with jamming or control channel
overcrowding attacks. However, please note that resource
expansion can also be a mitigation technique for networks
under attack by switching to external resources for service
continuity.

• Attack surface expansion: The consolidation of various
technologies such as cloud computing, edge networks,
function virtualization, software defined networks and slic-
ing increases the dependencies among various compo-
nents and simultaneously expose the entire network to cy-
berthreats [50]. Exploited weaknesses of one technology
may affect the functioning of the entire network. Ade-
quately crafted attacks exploiting multiple weaknesses of
used technologies may be very efficient for adversaries
while difficult to identify and mitigate.

VI. DLT AND MACHINE LEARNING FOR REALIZING
6G SPECTRUM SHARING

In this section, we identify and describe two key technologies
which are imperative to be more tightly integrated for realizing
spectrum sharing in 6G networks towards expansive networks.
These are DLT including blockchains [19] and machine learning
(ML).

1Although there are important DDoS attack vectors for other shared resources
such as slices in the core network, in this paper we focus on spectrum resources
and radio segment.
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A. DLT and Spectrum Sharing

Although the shared use of spectrum has long been consid-
ered as an important enabler to mitigate the spectrum scarcity,
we have only a few practical examples of shared spectrum use
such as citizens broadband radio service (CBRS) and licensed
shared access (LSA) which enable spectrum sharing in a well-
described and controlled manner. The roadblocks for realizing
truly dynamic spectrum sharing and access are not only due to
the difficulty of sharing the spectrum in a fine granularity in
terms of space and time, but also because of the lack of effi-
cient means of exchange for payment by the spectrum user and
service level agreements (SLAs) assurance. The spectrum man-
agement is very cumbersome requiring regulatory body’s coor-
dination or static agreements between the parties. For example,
Italy has introduced for its 5G auctions “the club use concept”
which enables the mobile network operators share a license with
other operators and use the whole awarded spectrum band when
a licensee does not use it on the assigned time and space.

While club-use model is a first step toward DSA, it requires
MNOs to build consortia and come into agreements with other
MNOs which would limit the spectrum sharing promises to only
a few parties. A further step would be to devise a mechanism
which lets the MNOs to negotiate effortlessly with any other
party who is in need of spectrum and clearing based on the
SLAs. Since smart contracts (SC) running on DLTs can auto-
mate the process of a service exchange without requiring the
parties to a have a priori trust, the MNOs can trade their un-
used capacity without going through the current cumbersome
processes. In addition to an increased spectrum utilization effi-
ciency, the small operators will have lower commercial barriers
to entry which is vital for localized deployments envisioned in
6G. Today’s envisioned club-use model can also be improved by
DLTs, e.g., the trusted third party which is supposed to manage
the use of the spectrum and access scheduling can be replaced
by an SC. However, one should also consider the emerging chal-
lenges with this new approach, e.g., overhead of using the dis-
tributed ledger network or the privacy issues. For instance, the
storage and computation burden on devices such as IoT, which
are generally resource constrained, suffer from complexity chal-
lenges, thus limiting their participation in the blockchain net-
work [53].

In addition to feasibility questions, spectrum sharing in 6G
scenarios in centralized control frameworks may lead to secu-
rity and privacy concerns and exposes a single attack target for
malicious users. An alternative approach is to use certificates is-
sued by certification authorities to spectrum sharing entities or
unlicensed spectrum sharing inside each cell. This approach re-
quires appropriate protocol(s) to be implemented for each cell
and security mechanisms to protect any central control point.
Furthermore, it causes more computational complexity and traf-
fic overhead (e.g., longer packet lengths to facilitate the protocol
exchange), for spectrum sharing systems. Essentially, any such
centralized architecture also brings forth single-point-of-failure
risks, which may lead to the disruption of the entire spectrum
sharing network in case the centralized authority is compro-
mised or out of service [34].

Compared to such conventional spectrum management
schemes, DLT is a promising solution to remedy the key issues

of security, fairness and performance for spectrum management
in future networks [19]. Due to transparency feature, DLT can
improve the visibility of spectrum usage and provide auditabil-
ity of spectrum stakeholders’ activity for efficient enforcement
of spectrum sharing rules. Similarly, it can ensure tamper-free
operation with immutability for supporting spectrum sharing
and management schemes as a decentralized database without
any single party’s control. Accordingly, it envisions to support
spectrum management by providing the benefits shown in Ta-
ble 1 [51].

B. Machine Learning and Spectrum Sharing

ML can operate and alleviate challenges at various layers in
6G wireless networks [54]. At the physical and MAC layers,
ML can optimize synchronization, manage power allocation,
and modulation and coding schemes [55]. It can also assist with
channel estimation and enable adaptive and real-time massive
MIMO beamforming, following mobility patterns and dynamic
network topology. As a further step, they can provide the joint
optimization of the functions in the physical and MAC layers.

Learning-based approaches are instrumental for wireless net-
works to coexist in a spectrum band especially for scenar-
ios in which the information about the underlying system is
either incomplete, e.g., missing channel parameters, or non-
existent, e.g., absence of a reliable channel model [7]. In those
cases, ML can reveal complex interactions among different sys-
tem elements and can steer the networks towards an efficient
regime [56], [57]. In 6G, these capabilities are of great value es-
pecially for spectrum sharing since coexistence cases expected
to occur are more heterogeneous and complicated than the cur-
rent research addresses.

For example, in contrast to simple settings of two co-located
networks, there may be a multitude of networks from different
operators or highly dynamic cellular coverage due to cell-free
networks in a practical environment. There are also unknown or
intrinsic parameters which are not evident for spectrum sharing
parties. A typical example is the application layer traffic charac-
teristics of one party which are invisible to the other but induces
a major impact on the system operation.

Supporting such complex deployments requires adaptive and
self-organizing solutions rather than static approaches. ZSM in-
tegrated with AI/ML is a promising architectural approach to
implement efficient control frameworks to this end [18]. With
ML, it becomes viable to develop protocols performing well
despite the lack or incomplete knowledge of the underlying
system(s). Moreover, to exploit coexistence gaps in many di-
mensions, we need context-aware solutions that can identify in
which domains two systems can share the spectrum with high
coexistence efficiency. Radios can make decisions ranging from
very fundamental ones such as identifying the occupancy of a
channel to more complex ones such as traffic analysis for ex-
ploiting spatial coexisting network characteristics.

We categorize the related ML-based coexistence solutions
broadly into four as follows [7]:

• Identification of the neighboring transmitters: This cate-
gory of solutions aims at identifying the coexisting net-
works so that they can adjust their operation parameters
accordingly. In particular, technology identification can be
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Table 1. DLT and spectrum sharing [51], [52].

DLT capabil-
ity

Benefits for spectrum sharing

Decentralization The distributed ledger such as blockchains adoption eliminates the need of trusted external authorities
for spectrum management. This alleviates the communication overhead wit hthese external entities
while also improving system integrity and privacy due to mitigated concerns about data leakage and
security compromises caused by third party intermediaries.

Transparency DLT based spectrum management solutions can inherently provide better visibility and monitoring re-
garding how, when and by whom the spectrum is used since all transactions between spectrum users
and service providers are recorded transparently on distributed ledgers. Furthermore, smart contracts as
self-executing functions can provide auditability of spectrum sharing activities and compliance with the
pre-defined sharing policies.

Immutability The spectrum sharing, monitoring or user payment records are stored in the appended blockchain in an
immutable manner. By using consensus mechanisms among network members, distributed ledgers are
inherently resistant to modifications by malicious users or glitches. The distributed architecture also
supports the reliable and accurate operation of the spectrum services.

Availability With DLT based spectrum management by service providers, access to spectrum resources are open
to any network participant and they can transparently perform spectrum sharing and payments in a
distributed manner since the spectrum sharing databases are accessible to all entities in the network.
Moreover, no central authority is needed to verify or record the data and transactions, which improves
the availability aspect.

Permission
control

Without a single centralized and trusted entity controlling the network, new users or applications can
be added to the ecosystem without seeking the approval of other users. This facilitates a flexible shar-
ing environment. However, this openness can also be limited for more controlled environments using
permission-based ledgers.

Security DLT enables robust communications between spectrum stakeholders, e.g., users, with strong system
capabilities against various security threats on confidentiality, integrity and availability.

posed as a classification problem. Classification of inter-
ferer provides appropriate actions for the spectrum sharing
parties.

• Identification of the source of the interference: Similarly, a
network should identify the source of interference to react
accordingly [58]. Interferer identification is also a classifi-
cation problem for which clustering or decision-tree based
solutions can be used.

• Identification of the coexisting network parameters: Here,
the goal is to extract more information about the operation
parameters of the colocated network.

• Adaptation to the operation environment: Identification
is typically followed by adaptation in spectrum sharing
regimes. For selection of the best parameters, regression
schemes serve to estimate the relationships among system
parameters and how they interact. A usage of such solu-
tion is to estimate a dependent variable through measure-
ments. A typical example is the parameter regression for a
spatio-temporal distribution model of coexisting networks
to optimize spectrum sharing decisions.

C. ML Challenges for Spectrum Sharing

ML techniques also suffer from some challenges when ex-
ploited for ubiquitous spectrum expansion. These issues are
essentially related to the realization of ML in a distributed,
massive-scale and multi-party system of systems like 6G net-
works and listed below.

C.1 Performance Issues

The additional overhead of ML functions is an important is-
sue for deploying distributed spectrum sharing functions. As a
potential remedy, transfer learning is a technique employed to
translate training processing in time and space [59]. The rel-
atively simpler inference is then performed in the operational
environment. Moreover, edge computing and smart offloading
techniques are instrumental to employ localized data process-
ing and distributed workload in different [60]. The absence
of an effective and fair evaluation framework to compare and
benchmark different ML driven solutions also hampers accu-
rate performance measurement due to unequivalent data sets,
unclear operational parameters impairing replicability and dif-
ferent evaluation criteria [25].

C.2 Trustworthy Inter-network Data Sharing for ML

The inter-network data sharing for training ML models in of-
fline manner is not a straightforward task. There are regulatory
and legal issues in addition to technical interfacing hurdles. It
is more problematic when one setups online learning models
and cognitive functions for spectrum sharing, which require per-
petual interfacing and data sharing between different networks.
Nevertheless, the operators may be unwilling to exchange pro-
prietary information with their competitors due to business con-
cerns. Additionally, the intention for enabling such a coopera-
tion may face practical and technical obstacles since operators
provide differentiated services to their customers, serving objec-
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tives that can be substantially different because of their business
models [61].

C.3 Adversarial AI

The adoption of ML/AI for various network and service man-
agement functions may provide new attack vectors to malicious
agents. It has been shown that ML techniques are vulnera-
ble to several attacks occurring at both training and production
stages [62]. In the former, also known as poisoning attacks, an
attacker tampers the training data using carefully crafted ma-
licious samples with the goal of altering the learning outcome
to its advantage. In the latter, an attacker attempts to impair the
model’s decisions by introducing small perturbations to the con-
sumed instances, i.e., using adversarial examples, at the produc-
tion stage [18]. Federated learning is vulnerable to poisoning
attacks as presented in [63], [64]. Attacks against ML mecha-
nisms may seek to violate either integrity, availability or privacy
of ML operation. Attacks on integrity aim to degrade decision
performance such as indecision, delayed outcomes and wrong
decisions [65]. Similarly, the goal of availability attacks is to in-
crease the classification errors such that the ML system becomes
practically unusable. On the other hand, the privacy attacks aim
to obtain private information about the ML system, its users or
data by reverse-engineering the learning algorithm [66].

C.4 Distributed and Cooperative ML Models

Distributed and cooperative ML models such as distributed
AI, shared learning and federated learning, are crucial for higher
accuracy and faster learning process of AI/ML models [58].
However, adoption of distributed and cooperative ML mod-
els may lead to privacy and trust issues as described in Sec-
tion V. Specifically, in the edge computing domain, such so-
lutions have to tackle the privacy concerns with appropriate
mechanisms letting the model(s) learn from shared spectrum
occupancy and network configuration data without compromis-
ing the privacy of collaborative network entities. To deal with
trust issues, trustworthiness mechanisms that ensure cooperat-
ing agents are not malicious are essential. Here, blockchains are
promising as illustrated in Section VI.A. In that regard, the inte-
gration of blockchain technology with AI in wireless networks
for flexible and secure resource sharing can mitigate various pri-
vacy and trust issues for efficient spectrum sharing in expansive
networks [67].

C.5 Energy Efficiency

The pervasive use of distributed processing for ML and AI for
data analytics and control mechanisms will lead to energy effi-
ciency challenges in 6G networks [68]. The huge volumes of
network-wide telemetry data in super-dense networks are also
to be consumed in order to enable these smart functions. There-
fore, the energy efficiency of these operations is imperative not
just for energy savings and environment impact, but also for
feasibility in 6G network (QoS requirements, processing limi-
tations, etc.) [69]. Tiered and progressive processing of aggre-
gated data streams spatially (from edge to the core) is a potential
solution for improved energy efficiency and overcoming pro-
cessing limitations [70].

VII. CONCLUSION

In this work, we describe our proposed Expansive Networks
concept for 6G networks to address capacity and scalability
challenges. To illustrate this concept, we utilize spectrum re-
sources as a case study. First, we present spectrum sharing in
licensed and unlicensed spectrum and relevant possibilities in
6G networks. We then present the security aspect of expansive
networks, a major challenge in such open and heterogeneous
systems. We also discuss two key techniques, DLT and network
intelligence via machine learning, for enabling challenging ser-
vices and coexistence of diverse networks in 6G. Considering
the more diverse and fragmented nature of 6G networks with
more stringent use cases and massive connectivity, resource ex-
pansion is imminent. Therefore, expansive networks paradigm
and the integration of these enablers leading to more efficient
capacity expansion are essential.
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APPENDIX

Table 2. Acronyms and their explanations.

Acronym Definition
5G NR 5G new radio
AAA Authentication, authorization and accounting
AI Artificial intelligence
CAPEX Capital expenditures
CBRS Citizens broadband radio service
COVID-19 Coronavirus disease - 19
CR Cognitive radio
D2D Device-to-device
DAI Distributed AI
DLT Distributed ledger technology
DoS Denial of service
DSA Dynamic spectrum access
ELPC Extremely low-power communications
ERLLC/eURLLC Enhanced ultra-reliable,

low-latency communication
E2E End-to-end
FCC Federal Communications Commission
FeMBB Further enhanced mobile broadband
IoE Internet of everything
ITU International Telecommunication Union
LAA Licensed assisted access
LBT Listen-before-talk
LDHMC Long distance high-mobility communications
LSA Licensed shared access
LTE Long term evolution
LTE-U LTE-unlicensed
M2M Machine-to-machine
MAC Media access control
MEC Multi-access edge computing
MIMO Multiple input multiple output
ML Machine learning
MNO Mobile network operator
OPEX Operational expenditures
OTT Over-the-top
PHY Physical
PoT Proof of transit
RAN Radio access network
SC Smart contracts
SLA Service level agreement
TEE Trusted execution environment
UAV Unmanned aerial vehicle
umMTC Ultra massive machine type communication
VLC Visible light communications
VNF Virtual network function
XR Extended reality
ZSM Zero touch network and service management


